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Executive Summary

Data has displaced oil as the world's most valuable resource, generating an estimated $200 billion
annually through brokerage alone?, with the broader marketing-data ecosystem valued at nearly $17.7
billion as of 2021.5 The regulatory response has been global and accelerating: the European Union's
General Data Protection Regulation (GDPR) set a compliance standard that 137 of 194 countries have
since adopted in some form.:s The United States, historically reliant on a sectoral approach, now faces a
pivotal question about whether to move toward a comprehensive federal framework.

This report synthesizes eight years of empirical evidence from GDPR's effects on the EU economy and
projects two distinct futures for the U.S. privacy landscape. The analysis considers economic effects at
two levels: the macroeconomic (GDP growth, venture capital flows, labor markets, and cross-border
investment) and the firm level (compliance costs, profit and sales impact, and competitive dynamics
across firm sizes and industries).

The GDPR record offers a nuanced verdict. At the macroeconomic level, the EU experienced no
measurable GDP contraction following GDPR's May 2018 enforcement date. At the firm level, however,
the picture is far less benign: companies targeting EU markets saw an average 8% decline in profits and
2% decline in sales,* venture funding for early-stage tech ventures fell 19% within three years,? and app
market entry declined sharply. Critically, these costs fell disproportionately on small firms while large
incumbents like Google and Meta emerged largely unscathed.2,

Key Takeaway

GDPR's eight-year track record establishes a clear empirical baseline: comprehensive privacy
regulation produces minimal macroeconomic damage but restructures the competitive landscape,
systematically burdening SMBs and startups while strengthening regulatory moats for large
incumbents. A U.S. federal law modeled on GDPR would likely reproduce this pattern at larger scale.
Businesses that invest in privacy infrastructure proactively will convert a compliance cost into a
competitive advantage; those that wait face remediation bills estimated at three to five times the
cost of proactive investment.

Scope & Objectives
This report addresses three primary objectives:

» Assess the empirical record. Synthesize measurable economic impacts of GDPR across
macroeconomic, venture capital, firm-level, and innovation dimensions to establish a rigorous
empirical baseline.

« Model two U.S. scenarios. Project the economic consequences of (A) the existing state-law
patchwork and (B) a hypothetical federal GDPR-equivalent law, using GDPR as the closest
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available analogue and supplementing with international comparisons from Brazil, India, and the
United Kingdom.

» Translate findings into action. Provide business leaders, policymakers, and advisors with a clear-
eyed assessment of exposure and a practical framework for navigating either regulatory scenario.

Countries with
comprehensive privacy
laws™

Global data brokerage U.S. state privacy laws (Q1 Decline in EU VC round size
industry’ 2026)¥ post-GDPR??

Sources: " WebFX; 2’ IAPP State Privacy Legislation Tracker; 2> CEPR/VoxEU; '® UNCTAD.
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Part I: The Data Economy

In today's society, both the volume and growth of data are extraordinary. Approximately 5 trillion
gigabytes of data are generated each year, representing an estimated 22-fold increase in global data
volume between 2010 and 2022.2 This acceleration is driven by expanded internet access, proliferating
connected devices, and increasingly integrated communication systems. Despite this scale, data's value
as an intangible asset remains difficult to quantify with any standard measure.:

Defining Personally Identifiable Information

For purposes of this analysis, we focus on Personally Identifiable Information (Pll), defined as "any
representation of information that permits the identity of an individual to whom the information applies
to be reasonably inferred by either direct or indirect means."* This encompasses both direct identifiers
(name, Social Security number) and indirect identifiers that appear anonymous but can be combined to
re-identify an individual. In 2019, research demonstrated that 99.98% of Americans could be correctly
re-identified in any dataset using just 15 demographic attributes.> Given subsequent advances in Al and
machine learning and increased data volumes since that study, this likelihood has only grown.

The PIl Market

Data is a core asset for large technology companies that monetize personal information through
targeted advertising. The global marketing-data market reached approximately $17.7 billion in 2021,¢
with 78.3% of U.S. companies using targeted ads to reach consumers.” Beyond advertising, data
analytics permeates virtually every industry.

Data accumulates through two primary mechanisms: collection and purchase. Collection occurs through
web interfaces, mobile applications, and embedded tracking technologies, often without meaningful
consumer awareness. Google's Analytics product, for example, provides businesses a free tracking code
that simultaneously feeds Google's advertising platform, capturing behavioral data on every site
visitor.:2 Privacy policies technically disclose these practices, but the majority of consumers neither read
them nor can understand them when they do.®

For organizations that prefer to purchase rather than collect, data brokerage firms aggregate and resell
personal information from multiple sources, merging behavioral data with public records to enable re-
identification at scale. Data brokering is now a $200 billion industry, growing annually.°

The Re-identification Risk

99.98% of Americans can be re-identified in any dataset using just 15 demographic attributes. A
birthday, zip code, and gender are sufficient to uniquely identify most individuals. This reality
underpins every major comprehensive privacy regulation enacted in the last decade.
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The Regulatory Imperative

Data privacy laws date to 1970, when the German state of Hesse enacted the world's first data
protection statute.!* Today, 137 of 194 countries have enacted some form of comprehensive data
protection legislation, s reflecting a global consensus that individuals should retain meaningful control
over their personal information. The economic stakes of this regulatory expansion are substantial at
both the macro and firm levels.

Effective data privacy regulation must navigate four structural tensions:

« Enforcement complexity. The volume of data, the number of entities collecting and processing it,
and the opacity of data flows between processors and controllers create substantial enforcement
burdens. Some organizations rationally calculate that non-compliance penalties are cheaper than
compliance costs.

« Technology outpaces legislation. Building rules rigid enough to be enforceable but flexible
enough to accommodate Al, machine learning, and emerging data architectures is a design
challenge no jurisdiction has fully solved.

» Cross-border data flows. Unlike physical goods, data crosses jurisdictions instantaneously.
Jurisdictional mismatch creates compliance complexity and regulatory arbitrage opportunities
that undermine regulatory intent.

« Innovation trade-offs. Six of the ten largest technology companies in 2023 were U.S.-
headquartered.2 Any regulatory framework must balance consumer protection against the
competitive dynamics of technology leadership.
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Part Il: GDPR: Eight Years of Evidence

The General Data Protection Regulation entered into force in April 2016 and became enforceable on
May 25, 2018, replacing the 1995 Data Protection Directive and establishing the most comprehensive
personal data protection framework in the world.::4 With penalties reaching €20 million or 4% of global
annual turnover, and hundreds of pages of compliance requirements, GDPR rapidly became the global
benchmark against which all subsequent privacy legislation has been measured.

Architecture of GDPR: Seven Core Principles

GDPR's Article 5 establishes seven foundational principles governing data controllers.* Understanding
their structure is essential to projecting how analogous U.S. legislation would operate:

Lawfulness, Fairness & Data must be collected legally, disclosed clearly, and processed without
Transparency deception or harm to data subjects.
Purpose Limitation Data may only be used for the specific purpose for which it was collected.

Secondary uses require additional consent or legal basis.

Data Minimization Only the minimum data necessary to accomplish the stated purpose may be
collected, directly constraining the extract-everything-then-decide model.

Accuracy Data must be kept accurate and up-to-date. Individuals retain a right of
rectification.

Storage Limitation Data may not be retained beyond the period necessary for its stated purpose.
Indefinite storage is non-compliant.

Integrity & Confidentiality Technical and organizational controls must protect personal data against
unauthorized access, accidental loss, or destruction.

Accountability Controllers must maintain records demonstrating compliance; assertion
alone is insufficient.

This principles-based architecture was designed to outlast specific technologies. However, it has created
interpretive tension as Al systems routinely collect data without defined purpose and process it
indefinitely. The EU's subsequent Al Act (2024) reflects an acknowledgment that GDPR alone is
insufficient for the era of large-scale machine learning.

GDPR has achieved substantial geographic reach: 137 countries have enacted comparable data
protection frameworks,> and the U.S. must maintain a bilateral Data Privacy Framework with the EU to
enable transatlantic data transfers. A new EU-U.S. Data Privacy Framework was established in July
20231617
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Macroeconomic Impact: EU GDP Growth

Figure 1 presents EU GDP growth rates from 2015 through 2022. GDPR entered into force in 2016 and
became enforceable in May 2018. The data show a minor dip in 2016, followed by recovery in 2017.
There is no evidence of a material macroeconomic shock attributable to GDPR at the aggregate level.

EU GDP Growth Rate Key Event

2015 2.1% Pre-GDPR baseline

2016 2.0% GDPR enters into force (April)

2017 2.8% GDP recovery; GDPR compliance preparation accelerates
2018 2.1% GDPR enforcement begins (May 25)

2019 1.5% Pre-pandemic slowdown; GDPR enforcement matures
2020 -5.9% COVID-19 pandemic shock (unrelated to GDPR)
2021 5.3% Post-pandemic rebound

2022 3.5% Energy crisis and inflation pressures

Figure 1. EU GDP Growth Rate, 2015-2022. Source: World Bank national accounts data.

The absence of a macroeconomic contraction is consistent with two countervailing forces: compliance-
driven demand created new jobs in legal, IT, and data governance functions, injecting capital back into
the economy; and GDPR's impact was concentrated in specific firm-size and industry cohorts rather than
distributed across the full economy.2s

Firm-Level Impact: Profits and Sales

Firm-level data tells a materially different story than aggregate GDP. A Citi GPS study found that
companies targeting EU markets experienced an average 8% decrease in profits and 2% decrease in
sales as a result of GDPR.* Figure 2 (below) visualizes the marginal effects of GDPR on log profits and log
sales with 90% confidence intervals for the full sample of affected firms.

Figure 2. Estimated Impact of GDPR on Firm Profit and Sales
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<-15% > +5% Estimate /
90% Cl

Log Profits -8% (-
All firms 12.5% to -
3.5%)

Log Sales -2% (-4%
All firms to +0.5%)

Source: Citi GPS, "Financial Consequences of the GDPR." Note: Point estimates may not perfectly replicate original chart due to
scale rounding. Original source cited.

These effects are statistically significant for profits; the sales estimate is directionally negative but the
90% confidence interval marginally crosses zero, indicating a less precise estimate. For businesses
planning compliance strategy, the directional conclusion is clear: GDPR imposed real costs on firm
performance, particularly in the first years of enforcement.

Critically, these impacts are not uniform. Figure 3 (below) breaks out the same confidence intervals by
firm size. Large firms experienced negligible impact on both sales and profits; small firms absorbed the
bulk of the regulatory burden.2

Figure 3. Impact of GDPR on Profit and Sales by Firm Size

<-15% > +5% Estimate /
90% CI

Large Firms: -7.9% (-
Profits 12%to -
Large firms 3%)
Large Firms: Sales -1.9% (-
Large firms 3.5% to
0%)
Small Firms: -8.5% (-
Profits 13%to -
0,
Small firms 4%)
Small Firms: Sales -2.7% (-
Small firms 4.5% to -
0.5%)

Source: Jia, J. et al., CEPR/VoxEU (2022). Point estimates approximate from published analysis.

Industry Concentration: The IT Sector
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GDPR's impact was most concentrated in data-dependent industries, particularly Information
Technology. Figure 4 (below) shows the differential impact on small and large IT firms, demonstrating
that the sector absorbed above-average regulatory burden and that, within the sector, smaller firms
bore disproportionately more of the cost.2

Figure 4. Impact of GDPR on Profit and Sales: IT Firms by Size

<-15% > +5% Estimate /
90% CI

Large IT Firms: -8% (-14%
Profits to -2%)

Large IT firms

Large IT Firms: -2% (-4%
Sales to 0%)

Large IT firms

Small IT Firms: -11% (-
Profits 17%to -
Small IT firms 5%)

Small IT Firms: -3.5% (-

Sales 6% to -1%)

Small IT firms

Source: Jia, J. et al., CEPR/VoxEU (2022). Values approximate from published figures; confidence intervals widened for IT
subsample reflecting smaller sample.

The IT sector findings carry the strongest signal for U.S. policymakers. Small IT firms experienced the
largest profit declines of any cohort analyzed. This is not surprising given that GDPR directly constrains
the data collection and processing activities that drive IT firm revenue. Any U.S. framework modeled on
GDPR would be expected to produce an analogous pattern in the domestic technology sector.

App Market Entry Decline

One of the clearest signals of GDPR's innovation impact is the sharp decline in successful app market
entry within the EU following the May 2018 enforcement date. Figure 5 (below) shows the quarterly
change in successful app entries relative to the pre-GDPR baseline, with a pronounced structural break
beginning in the third quarter of 2018.2:

m Change vs. Pre-GDPR Baseline Regulatory Marker

2016:Q2 +5% Pre-GDPR baseline period
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m Change vs. Pre-GDPR Baseline Regulatory Marker

2016:Q3-Q4 +8% / +2%

2017:Q1-Q2 +6% /-2%

2017:Q3-Q4 +4% [ +1%

2018:Q1 -4% GDPR preparation period
2018:Q2 +1% GDPR enforcement begins (May 25)
2018:Q3 -25% First full post-GDPR quarter
2018:Q4 -40% Accelerating decline

2019:Q1 -55% Continued structural decline
2019:Q2 -60% Approximately 60% below pre-GDPR trend

Figure 5. Impact of GDPR on Entry of Successful Apps in the EU (change vs. pre-GDPR baseline). Source: NBER
Digest, July 2022. Values approximate from published analysis.

Innovation Chilling Effect

GDPR's app market impact illustrates a structural asymmetry: incumbents with established data
infrastructure can absorb compliance costs as a fixed overhead; new entrants must build
compliance architecture before they can compete. This raises the effective cost of entry and
reduces the number of competitive challengers in every data-intensive market category.

Venture Capital: The Funding Contraction

Perhaps the most consequential long-run economic impact of GDPR has been its effect on venture
capital investment in EU technology firms.? Figure 6 (below) tracks monthly tech venture investment in
the U.S. versus the EU from 2017 to 2019. The gap between U.S. and EU monthly deal counts widens
visibly following the May 2018 enforcement date, reflecting a reallocation of capital toward the lower-
compliance U.S. environment.
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Figure 6. Monthly Tech Venture Investment: U.S. vs. EU (2017-2019). Source: Jia, J., American Bar Association
Antitrust Magazine Online, June 2021.

A CEPR/VoxEU analysis quantified the specific dimensions of this contraction. The Centre for Economic
Policy Research (CEPR) is an independent, non-partisan organization based in London and Brussels
whose VoxEU platform publishes research from leading international economists. Their analysis of
GDPR's venture capital effects drew on a comprehensive dataset of deal-level investment data, enabling
precise before-and-after comparison across jurisdictions.

Fewer VC deals for 0-3 year EU Weekly VC decrease per state/tech
ventures category

Decline in average round size

e rcomane rorom e
Weekly VC per state/tech category $23.18M $19.8M -14.6%
Avg. round size (0-3yr ventures) Index 100 Index 61 -39%
Number of deals (0-3yr ventures) Index 100 Index 81 -19%
Performance gap vs. U.S. peers Minimal Double-digit % Widening

Table 1. GDPR Impact on EU Technology Venture Capital. Source: CEPR/VoxEU, "Short-Run Effects of GDPR on
Technology Venture Investment."

The CEPR data reveal an important asymmetry: the funding contraction was concentrated in early-stage
ventures (aged 0-3 years), precisely the cohort with the least capacity to absorb compliance costs. More
established ventures showed smaller effects, consistent with the general pattern of GDPR's
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disproportionate burden on smaller, newer firms. These are also the firms most responsible for
employment creation and disruptive innovation, meaning the VC contraction carries secondary effects
on EU economic dynamism that extend beyond the immediate funding numbers.

It is important to note that many of these VC impacts are concentrated in the short run. The CEPR

analysis covers the period immediately following GDPR's enforcement date. Longer-run data suggest
that EU VC markets began recovering as compliance became standardized and as investors adjusted
their thesis to account for privacy-compliant business models. However, the structural gap between U.S.
and EU tech VC has persisted, and the initial contraction represents real foregone investment.

Web Traffic and Data Collection

The FTC documented a significant decline in log pageviews by EU users following GDPR's enforcement

date. Figure 7 (below) illustrates this decline, which represents both a behavioral response to consent
friction and a structural reduction in trackable user activity.

11.9

—
—_
(o)

Average Per Week
=

—
—
D

Week
=2017—2018

Figure 7. Log Pageviews by EU Users, 2017-20189. Source: U.S. Federal Trade Commission.

This reduction in user tracking carries compounding implications. Less data means less training data for
Al systems, weaker ad targeting signals, and a degraded competitive position relative to non-EU data
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ecosystems over time. The EU, which already lacks global-scale tech platforms comparable to U.S.
incumbents, compounds this structural disadvantage through GDPR-driven data scarcity. Viewing data
as the most valuable resource in the modern economy,* this is perhaps the most durable competitive
cost of GDPR.

The Big Tech Paradox

The most striking finding of the GDPR era is the regulatory outcome for large technology companies.
Despite being the primary targets of GDPR's design intent, companies like Google, Meta, and Amazon
experienced no measurable negative impact on sales or profits.2 Critics have argued that GDPR has
failed to meaningfully constrain big tech's data practices.?”

The mechanism is straightforward: fixed compliance costs are far less burdensome for large
organizations that can amortize them across hundreds of millions of users and billions in revenue. GDPR
effectively created a regulatory moat, raising the cost of entry for startups and challengers while leaving
incumbents' market positions intact or strengthened. This dynamic has significant implications for U.S.
policymakers designing domestic privacy frameworks.

The Compliance Moat Effect

GDPR's differential impact by firm size is not a design failure; it is a structural property of any
compliance regime with high fixed costs. A $10 million annual compliance investment represents
less than 0.01% of a hyperscaler's revenue but can represent an existential cost for a Series A
startup. Any U.S. framework must explicitly design around this asymmetry.

The EU's Own GDPR Reform: Signals for U.S. Policymakers

In February 2025, the European Commission published its Omnibus Simplification Package, proposing
significant amendments to GDPR aimed at reducing compliance burden, particularly for smaller
organizations.:> Key proposed changes include:

» Micro-enterprise exemptions. Organizations with 10 or fewer employees and annual turnover
below €2 million would be exempt from most GDPR obligations, directly addressing the
disproportionate SMB burden documented throughout this report.

« Simplified breach notification. Low-risk data breaches would no longer require notification to
supervisory authorities, reducing administrative overhead for smaller incidents.

- Streamlined records of processing activities (RoPA). Documentation requirements would be
simplified for organizations where data processing is not a core business activity.

« DPO flexibility. Data protection officer requirements would be relaxed for certain smaller entities,
reducing the staffing cost of compliance.
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The Omnibus Package carries two significant implications. First, it validates the empirical findings
throughout this report: even GDPR's architects now acknowledge the regulation's disproportionate
burden on smaller organizations. The EU's willingness to revise upward confirms that the compliance
asymmetry is a structural design problem, not an incidental effect. Second, if enacted, reduced SMB
compliance costs in the EU could shift the competitive calculus for European tech startups, potentially
reversing some of the VC outflow documented post-2018. A more startup-friendly EU regulatory
environment, combined with any tightening of U.S. privacy requirements under the patchwork or a
federal law, could further narrow the transatlantic VC gap.

For U.S. policymakers, the Omnibus Package offers a direct design lesson: any comprehensive federal
privacy framework that does not explicitly provide SMB accommodations will produce the same
disproportionate burden the EU is now trying to correct.3s
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Part Ill: The U.S. Privacy Landscape: Two Scenarios

The United States has historically relied on a sectoral approach to data privacy: regulating healthcare
data through HIPAA, financial data through GLBA, and children's data through COPPA, rather than
enacting comprehensive cross-industry protections. That model is under pressure from two directions: a
proliferating state-level patchwork, and recurring federal proposals for a comprehensive privacy statute.

This section evaluates two scenarios: (A) the current status quo, in which state laws govern in the
absence of federal preemption, and (B) the hypothetical enactment of a federal GDPR-equivalent
modeled on the American Data Privacy and Protection Act (ADPPA) framework. We analyze the ADPPA
as a hypothetical because it represents the most detailed and broadly debated blueprint for what such
legislation would contain; it did not pass, and we address the current legislative landscape directly.

Scenario A: The Compliance Patchwork (Status Quo)

Current State of U.S. Data Privacy Law

As of Q1 2026, 20 states have enacted comprehensive consumer data privacy laws, with additional
legislation under active consideration in at least six more.2¢ These laws vary substantially across four
dimensions: (1) applicability thresholds, (2) consumer rights granted, (3) enforcement mechanisms, and
(4) whether a private right of action (PRA) exists.

What Is a Private Right of Action?

A private right of action (PRA) grants individuals the right to sue organizations directly for privacy
violations, independent of government enforcement. This creates bilateral enforcement risk:
regulatory agencies and private litigants can both pursue violations simultaneously. Under
California's CCPA, a limited PRA covering data breaches has generated more than $500 million in
class action settlements since 2020. An expanded PRA covering all privacy violations would
substantially increase litigation exposure for any covered entity, including businesses that have
made good-faith compliance efforts.

Effective Date Applicability Threshold Private Right of
Action

California (CCPA/CPRA) Jan 2020/ Jan S$25M revenue OR 100K+ consumers Limited (data
2023 OR 50%+ revenue from data breaches only)
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State / Law Effective Date Applicability Threshold Private Right of
Action
Virginia (VCDPA) Jan 2023 100K consumers OR 25K+ and 50%+ No (AG only)
revenue from data sales
Colorado (CPA) Jul 2023 100K consumers OR 25K+ and 50%+ No (AG only)
revenue from data sales
Connecticut (CTDPA) Jul 2023 100K consumers OR 25K+ and 50%+ No (AG only)
revenue from data sales
Utah (UCPA) Dec 2023 $25M+ revenue AND 100K+ consumers No (AG only)
OR 50%+ revenue from data
Texas (TDPSA) Jul 2024 Processes data of Texas residents No (AG only)
(broad scope)
Montana (MCDPA) Oct 2024 50K+ consumers OR 25K+ and 50%+ No (AG only)
revenue from data
Oregon (OCPA) Jul 2024 100K+ consumers OR 25K+ and 50%+ No (AG only)
revenue from data
Florida (FDBR) Jul 2024 Large controllers only (51B+ revenue; No (AG only)
limited scope)
Delaware (DPDPA) Jan 2025 35K+ consumers OR 10K+ and 20%+ No (AG only)
revenue from data
lowa (ICDPA) Jan 2025 100K+ consumers OR 25K+ and 50%+ No (AG only)
revenue from data
New Hampshire Jan 2025 35K+ consumers OR 10K+ and 50%+ No (AG only)
(NHPDPA) revenue from data
New Jersey (NJDPA) Jan 2025 100K+ consumers OR 25K+ and 50%+ Limited (cure
revenue from data period required)
Nebraska (NDPA) Jan 2025 100K+ consumers OR 25K+ and 50%+ No (AG only)
revenue from data
Tennessee (TIPA) Jul 2025 175K+ consumers OR 25K+ and 50%+ No (AG only)
revenue from data
Minnesota (MHMD) Jul 2025 100K+ consumers OR 25K+ and 25%+ No (AG only)
revenue from data
Maryland (MODPA) Oct 2025 35K+ consumers OR 10K+ and 20%+ No (AG only;
revenue from data among strictest
laws)
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State / Law Effective Date Applicability Threshold Private Right of

Action

Indiana (IDCPA) Jan 2026 100K+ consumers OR 25K+ and 50%+ No (AG only)
revenue from data

Kentucky (KCDPA) Jan 2026 100K+ consumers OR 25K+ and 50%+ No (AG only)
revenue from data

Rhode Island (RIDPA) Jan 2026 35K+ consumers OR 10K+ and 50%+ No (AG only)
revenue from data

Table 2. Comprehensive U.S. State Privacy Laws as of Q1 2026. Source: IAPP U.S. State Privacy Legislation Tracker.
Additional states have sectoral laws (e.qg., lllinois BIPA for biometric data). Thresholds and dates subject to
amendment; verify current status with counsel.

Economic Implications of the Patchwork

The compliance economics of a fragmented multi-state system are worse than a single federal standard,
even if any individual state's law is narrower in scope than GDPR. Fragmentation forces companies to
build and maintain compliance programs tailored to dozens of distinct legal frameworks, multiplying
costs rather than consolidating them.

U.S. population covered by CCPA class action Higher cost of reactive vs.

state law?® settlements since 20203° proactive compliance®

First-year CCPA compliance
for covered SMBs?°

Sources: 28 IAPP; 2° IAPP/EY Privacy Professionals Survey; 3° Bloomberg Law CCPA Litigation Tracker; 3' Gartner / Digital 520
analysis.

Venture Capital Under the Patchwork

The patchwork has not produced a GDPR-scale VC contraction. U.S. total tech VC exceeded $200 billion
annually in 2021-2022, and the U.S. maintains a substantial lead over the EU in venture activity.>?
However, the patchwork operates as a selective friction for data-intensive startups, particularly those in
AdTech, HealthTech, and consumer data platforms where California's CCPA creates compliance
overhead that scales with user volume.

Companies with established privacy and legal teams absorb multi-state compliance as operational
overhead. Early-stage startups must either build compliance infrastructure before achieving revenue, a
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significant capital efficiency drag, or incur enforcement risk that sophisticated investors price into term
sheets. In this sense, the patchwork functions as a lower-intensity version of the GDPR compliance moat
effect: manageable for incumbents, burdensome for new entrants.

SMB Impact Under the Patchwork

For Digital 520's client base and the broader small business community, the patchwork creates three
categories of acute exposure:

+ Third-party data dependency. SMBs that rely on ad networks, data brokers, or embedded
analytics tools, including Google Analytics, inherit compliance obligations through those
relationships. Service providers who receive personal information must operate under data
processing agreements with specific contractual provisions.

» Cross-state operations. Any business with e-commerce or digital presence serving customers
across multiple states faces overlapping and sometimes conflicting obligations. A business with
customers in California, Virginia, Colorado, and Texas may be subject to four distinct legal
frameworks simultaneously.

» Enforcement and litigation exposure. CCPA's private right of action for data breach notifications
has generated substantial class action litigation. Smaller businesses that lack litigation reserves
are disproportionately exposed, both in direct legal costs and in reputational damage from public
enforcement actions.

Large Tech Under the Patchwork

For hyperscale technology companies, the state-law patchwork is manageable and arguably strategically
tolerable. Having deployed GDPR compliance infrastructure for EU operations, U.S. platforms have
largely absorbed CCPA compliance as a marginal cost. Some platforms have extended GDPR-equivalent
user controls globally, treating California's standard as their operating baseline. This means large tech
companies have limited economic incentive to advocate for a federal standard that would preempt the
patchwork. Their ability to navigate complexity functions as a competitive advantage over smaller
competitors.

Scenario B: A Federal GDPR-Equivalent

The ADPPA Framework and Current Legislative Status

The American Data Privacy and Protection Act (ADPPA), introduced in Congress in 2022, would have
established the first comprehensive federal privacy framework in U.S. history. It achieved bipartisan
support in committee, an unusual achievement for major technology legislation, but ultimately failed to
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pass. The bill stalled principally on two contentious provisions: federal preemption of California's
CCPA/CPRA (which California vigorously opposed) and the scope of a private right of action.

The ADPPA was not reintroduced as standalone legislation in the 118th Congress (2023-2024). In its
absence, state law proliferation accelerated, and the Federal Trade Commission pursued rulemaking on
commercial surveillance practices. The 119th Congress (2025-) has seen renewed interest in federal
privacy legislation, including proposals building on the ADPPA framework and the Senate's American
Privacy Rights Act, but as of this writing, no comprehensive federal privacy law has been enacted.:®

We analyze the ADPPA framework as a hypothetical because it represents the most developed
legislative blueprint available, not because passage is imminent. The economic analysis below applies to
any federal comprehensive privacy law of comparable scope.

Key provisions of the ADPPA framework include:

« Applicability threshold: Entities that collect data on more than 100,000 individuals, generate
more than $250M in annual gross revenue, or derive more than 50% of revenue from data
processing.

- Data minimization and purpose limitation: Directly analogous to GDPR Articles 5(1)(b) and (c).
Data may only be collected and used for specified, legitimate purposes.

« Algorithmic impact assessments: High-risk data processing activities, including targeted
advertising and automated decision-making, would require documented impact assessments.

« Consumer rights: Access, correction, deletion, data portability, and opt-out of targeted
advertising, largely mirroring GDPR Articles 15-22.

» Enforcement: Primary FTC jurisdiction with state AG concurrent authority. The private right of
action provision, if included in a final law, would create class action exposure comparable to or
exceeding CCPA's.

» Federal preemption: ADPPA would preempt most state privacy laws. This provision is the primary
political obstacle to passage.

Economic Projections: The Three-Horizon Framework

The GDPR experience provides the best empirical basis for projecting a U.S. federal law's impact.
Because the U.S. economy is substantially larger and more tech-dependent than the EU's, and because
U.S. venture capital markets are considerably deeper, absolute magnitudes would differ while
directional effects would mirror GDPR's pattern. We supplement the GDPR analogue with evidence from
Brazil, India, and the United Kingdom.

International Comparisons

Cross-country evidence reinforces the GDPR baseline while highlighting the role of design choices in
determining economic outcomes:
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- Brazil (LGPD, effective 2020): Brazil's Lei Geral de Prote¢do de Dados Pessoais is broadly
analogous to GDPR in structure. First-year compliance costs for large firms ran 1-3% of revenues;
SMB impact was cushioned by phased enforcement and lighter penalty structures. VC markets
showed minimal disruption, likely because enforcement infrastructure was slower to develop than

GDPR's.>”

- India (DPDPA, enacted 2023): India's Digital Personal Data Protection Act takes a lighter-touch
approach with significant government data carve-outs and a consent manager model. Tech
industry response has been broadly positive; compliance costs are expected to be lower than
GDPR-equivalent because the law permits data processing with broader consent.3¢

+ United Kingdom (DPDI Act, 2025): Post-Brexit, the UK deliberately diverged from EU GDPR to
reduce compliance burden, streamline international data transfer mechanisms, and attract
technology investment. Early signals from the UK market suggest this divergence is contributing to
increased tech sector investment relative to EU counterparts, though it is too early to draw

definitive conclusions.*

The cross-country comparison supports a clear principle: compliance cost magnitude scales with the
stringency of consent requirements, the scope of algorithmic impact assessments, the strength of data
subject rights, and enforcement aggressiveness. An ADPPA-equivalent, as drafted, would score high on
all four dimensions, placing it in the higher-cost range of international frameworks.

Projected Economic Effects

VC investment (data-intensive

sectors)

Startup exit probability

App market entry

Privacy-sector employment

SMB compliance cost (first-
year)

15-20% decline in AdTech, FinTech,
consumer data platforms

~15% higher exit probability for data-
dependent startups within 5 years

15-25% decline in new data-intensive
app launches

50,000-100,000 new positions (legal,
IT governance, privacy engineering)

S50K-$250K for covered SMBs; S1M-
S5M mid-market; S10M+ enterprise
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Partial recovery as compliance
infrastructure standardizes and
investors adjust thesis

Normalization as compliance
becomes table stakes; survivors gain
durable advantage

Recovery as standardized
compliance tooling reduces entry
cost

Continued growth; privacy
engineering becomes core discipline
across industries

Declining as standardized templates
and tooling emerge; 30-50%
reduction in years 3-5
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EU-U.S. data flows

Al patent filings

Consumer trust / revenue

Big Tech market share

Near-term uncertainty during
transition; existing DPF maintained

10-15% decline in data-driven Al
patent applications

Marginal short-term benefit; limited
consumer awareness of new rights

Consolidation accelerates;
compliance moat effect intensifies

Increased regulatory alignment;
potential simplification of bilateral
transfer obligations

Recovery as compliant R&D pipelines
mature; 3-5 year lag from policy to
output

5-7% revenue premium for
demonstrably privacy-protective
firms in B2C contexts

Incumbents entrench; new entrant
formation in data-intensive sectors
slows durably

Table 3. Projected Economic Effects of U.S. Federal Privacy Law (ADPPA-Equivalent). Source: Digital 520 analysis
based on GDPR analogue, CEPR/VoxEU research, and international comparisons.

Long-Term Effects (7+ Years)

The GDPR's long-term economic record suggests that comprehensive privacy regulation does not
permanently depress economic activity but does durably restructure it. Seven years post-GDPR, the EU
technology sector has not collapsed, but it has consolidated around larger, compliance-capable
incumbents. New entrant formation in data-intensive categories has structurally declined relative to

pre-GDPR trends.

In the U.S. context, the long-term effects of an ADPPA-equivalent would likely include:

 Privacy-compliant infrastructure as a competitive baseline. Just as SSL/TLS encryption became a
baseline web expectation rather than a differentiator, privacy compliance would become a cost of
doing business rather than a premium signal. This normalization reduces the compliance cost
disadvantage for SMBs over time.

« Consumer trust premium. Available evidence suggests that privacy-protective firms command a
5-7% incremental revenue premium with privacy-conscious consumer segments.2® As consumer
awareness of data rights grows following a federal law's passage, this premium is likely to

increase.

« Transatlantic investment normalization. Regulatory alignment between the U.S. and EU would
reduce the bilateral compliance overhead currently borne by companies operating in both
markets. For global tech firms, this represents a real cost reduction. For investors, it reduces the
jurisdictional risk discount applied to transatlantic deals.
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* New privacy-sector economy. The GDPR created a substantial privacy-professional labor market
in the EU. A U.S. federal law would produce analogous demand for privacy engineers, compliance
counsel, and data governance specialists, generating employment and economic activity that
partially offsets compliance costs at the macroeconomic level.

Key Takeaways: Federal Law Economic Effects

e Short-term: Real VC contraction (15-20%) and compliance cost shock, concentrated in SMBs
and startups.

e Medium-term: Recovery as standardization reduces costs; compliance becomes operational
infrastructure.

e Long-term: Structural consolidation favoring incumbents; new privacy economy partially offsets
macro costs.

¢ International context: U.S. would enter a converging global framework where non-compliance
becomes the outlier position.

e Critical design variable: SMB accommodations (safe harbors, tiered thresholds) determine
whether the law is a growth constraint or a manageable investment.

Lessons from the EU Applicable to the U.S.

The GDPR's most durable economic lesson is not about the cost of compliance; it is about who bears it.
Comprehensive privacy regulation designed with uniform standards and high fixed compliance costs
systematically advantages large incumbents over smaller competitors and new entrants. The EU
technology sector, which already lacked global-scale platforms comparable to U.S. hyperscalers, saw its
competitive position deteriorate further in the post-GDPR period.

A U.S. federal law designed without meaningful provisions to reduce SMB compliance burden, through
safe harbors, standardized compliance templates, or tiered requirements, would reproduce this
structural asymmetry within the U.S. market: benefiting established tech platforms while imposing
existential compliance costs on the startups and SMBs that generate the majority of U.S. economic
dynamism.

Advocacy Point

Any engagement with federal privacy legislation should advocate for SMB-protective provisions:
simplified compliance for small covered entities, safe harbors for good-faith compliance efforts, and
standardized data processing agreement templates that reduce legal overhead for businesses
engaging third-party processors.
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Comparative Scenario Analysis

The following table summarizes the key economic trade-offs between the two scenarios across
dimensions most relevant to business leaders:

Compliance cost (SMB)

Legal certainty

VC environment

Big tech impact

EU-U.S. data flows

Innovation (short-term)

Innovation (long-term)

SMB litigation risk

Privacy sector employment

High fragmentation cost; $50K-
$250K per major state law;
multiplicative for multi-state
operations

Low: overlapping and evolving state
laws create chronic uncertainty

Mild selective friction; U.S. market
robust overall; California-based
startups face disproportionate
overhead

Marginal; multi-state compliance
manageable at scale; compliance
moat effect mild

Continued friction; DPF required;
bilateral compliance burden persists

Moderate drag on data-intensive
startups in covered states

Uncertain: patchwork creates
chronic uncertainty that depresses
long-term planning

Moderate: CCPA class actions and
state AG enforcement

Growing steadily; 10-15% annual
increase in privacy job postings

Higher first-year cost (S50K-$250K)
but single framework; lower long-run
maintenance cost

High: single federal standard with
preemption; predictable compliance
roadmap

Material short-term contraction (15-
20%) in data-intensive sectors;
recovery in 3-5 years

Compliance moat intensifies
significantly; market consolidation
accelerates

Harmonization potential; reduced
dual-compliance burden; possible
DPF simplification

Significant drag nationally; app
market entry declines 15-25%;
startup exits rise

Recovery likely; compliant
innovation becomes the norm; 7+
year horizon favorable

Potentially higher if PRA included;
insurance and legal reserves become
mandatory

Surge: 50K-100K new positions
within 3 years

Table 4. Comparative Scenario Analysis: Patchwork vs. Federal ADPPA-Equivalent. Source: Digital 520 Analysis.
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The table above frames the two scenarios as distinct paths, but the practical reality is a continuum. The
U.S. privacy landscape is not static: state laws continue to proliferate, enforcement activity is increasing,
and federal interest in privacy legislation has not disappeared despite ADPPA's failure. Businesses that
build compliance infrastructure for the patchwork scenario are simultaneously reducing their exposure
in the federal scenario. The investment is not scenario-specific; it is foundational.
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Part IV: Implications for Your Business

The economic evidence from GDPR, and the trajectory of U.S. privacy legislation, converge on a single
strategic conclusion: data privacy compliance is no longer a legal question; it is a business infrastructure
qguestion. The organizations that treat it as such will be better positioned in both scenarios analyzed in
this report.

For Large Technology Companies
For organizations with scale, the primary strategic levers are:

« Treat the compliance moat deliberately. Large technology companies that invest early in privacy-
by-design architecture effectively raise the cost of competitive entry. Privacy infrastructure
investment should be positioned to boards and investors as a competitive moat, not merely a
regulatory cost center.

» Anticipate harmonization dividends. A federal privacy law would substantially reduce the current
dual-compliance burden for U.S. companies operating in EU markets. Organizations with robust
GDPR programs are best positioned to absorb any federal standard at minimal marginal cost and
should model this scenario in their regulatory affairs planning.

« Audit Al data practices now. GDPR's tension with Al training data, specifically the purpose
limitation, storage limitation, and data minimization principles, is directly applicable to U.S.-built
Al systems. Algorithmic impact assessment requirements, common in EU-facing deployments, will
likely feature in any comprehensive U.S. framework. Building these assessment processes now
reduces future remediation cost.

* Model enforcement exposure. GDPR has generated over €4 billion in fines since 2018, with the
largest penalties concentrated among major platforms. FTC enforcement under a federal law,
combined with a potential private right of action, creates material financial exposure that should
be quantified in risk registers and reflected in legal reserves.

For Small and Mid-Sized Businesses

The GDPR data is unambiguous: smaller firms absorb disproportionately more compliance burden, exit
the market at higher rates following comprehensive privacy regulation, and are least equipped to
convert compliance into competitive advantage. The strategic framework below is designed specifically
for organizations operating in this reality.

CONFIDENTIAL — Digital 520 — Page 26 of 34 — digital520.com



DIGITAL QIS

1 - Critical

2 - Critical

3 - High

4 - High

5 - High

6 =
Medium

7-
Medium

8 =
Medium

Data inventory and
mapping

Assess current legal

exposure

Consent
infrastructure

Third-party data
due diligence

Privacy policy and
notice review

Build for the
federal standard

Staff training

Incident response
plan

Table 5. SMB Privacy Compliance Framework. Source: Digital 520 Analysis.

Every compliance program begins with knowing what
data you have, where it lives, and who can access it.
This is the first item any regulator requests.

Determine which state laws apply today. Any business
with California consumer data above CCPA thresholds
is already covered. Multi-state operations may face
several simultaneous obligations.

Cookie management, opt-out workflows, and data
subject request systems are the highest-priority
technical investments for consumer-facing businesses.

Audit all data broker, ad network, and analytics
relationships. Execute data processing agreements
(DPAs) with every service provider handling personal
data on your behalf.

Policies must accurately reflect actual data practices.
Misalignment between policy and practice is the most
common trigger for regulatory action.

Architecture decisions made today should
accommodate a federal privacy law. Marginal cost of
building to a higher standard now is a fraction of the

cost of retrofitting later.

Data handling errors are frequently attributable to
staff who were never trained. A one-time training
investment dramatically reduces breach and
enforcement risk.

Most state laws require breach notification within 30-
45 days. Organizations without a documented
response plan consistently incur higher penalties and
remediation costs.

The Proactive vs. Reactive Cost Differential
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Immediate

Immediate

30-90 days

60-120 days

30-60 days

Ongoing

90 days

90-180 days

Digital 520's experience across regulated industries consistently supports a 3-5x cost differential
between proactive compliance investment and reactive remediation after an enforcement action or
breach. For an SMB with $5M in annual revenue, the difference between a $S75K proactive
compliance program and a $300K-S400K reactive remediation (legal fees, technical work, regulatory
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response, and reputational recovery) is the difference between a manageable investment and a
business-threatening event.

Key Questions for Business Leaders

The following questions provide a rapid self-assessment of privacy readiness:

Do you know every category of personal data your organization collects, and the legal basis for
collecting each?

Do you have executed data processing agreements (DPAs) with every third-party vendor that
handles personal data on your behalf?

Can you fulfill a data subject access request (DSAR), providing a consumer with a complete record
of their personal data, within the legal response window (typically 30-45 days)?

Have your privacy policies been reviewed by counsel within the last 12 months and confirmed to
accurately reflect current data practices?

Does your organization have a documented incident response plan with defined roles, escalation
paths, and notification procedures?

Are employees who handle personal data trained on applicable obligations and your
organization's data handling procedures?

If any of these questions cannot be answered with confidence, the organization carries material privacy
risk under current state law, before any federal legislation is enacted. Digital 520 offers privacy gap
assessments, compliance program design, and ongoing advisory services tailored to regulated and
data-dependent businesses of all sizes.
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Conclusion

The economics of data privacy regulation admit no clean verdict. GDPR produced minimal
macroeconomic drag at the EU level while imposing substantial and disproportionate costs on small
technology firms and early-stage ventures; costs that large incumbents absorbed or, in some cases,
converted into competitive advantage. Eight years of post-GDPR data provide the clearest available
evidence of what comprehensive privacy regulation does to an economy: it does not contract it broadly,
but it restructures it, rewarding incumbents with compliance infrastructure and penalizing new entrants
who must build that infrastructure before they can compete.

The United States faces a version of the same choice, complicated by a federal system that has already
produced 20 competing state frameworks, creating fragmentation costs that now rival what a federal
standard might impose. The ADPPA's failure in 2022 and the absence of a successor federal law through
2026 has not resolved the tension; it has extended it, while state proliferation makes the fragmentation
costs progressively worse. At some point, the cost of navigating the patchwork will exceed the cost of
adopting a single federal standard, and the political calculus may shift accordingly.

In both scenarios analyzed in this report, the directional conclusion for businesses is identical: the cost
of delayed compliance action is higher than the cost of proactive investment, and that differential grows
with time. Under the state-law patchwork, the risk is fragmented, escalating, and litigation-driven.
Under a federal law, the risk is concentrated, acute in the transition period, and then normalized, with
the additional hazard of a private right of action creating class action exposure for SMBs that lack
dedicated legal resources. Neither scenario rewards inaction.

The EU's own move to simplify GDPR for smaller businesses through the 2025 Omnibus Package is a
signal that even the world's most established privacy framework is finding ways to reduce its burden on
smaller organizations. U.S. policymakers and businesses alike should internalize this signal: the question
is not whether to have comprehensive data privacy standards, but how to design them in a way that
protects consumers without foreclosing the startup dynamism that drives economic growth.

For business leaders, the actionable message is clear: privacy compliance is infrastructure, not overhead.
Early movers will spend less, face less disruption, and emerge from regulatory transition with a
sustainable advantage, both in regulatory standing and in the consumer trust premium that privacy-
protective organizations increasingly command.

Digital 520's Perspective

The businesses best positioned for either regulatory scenario are those that have treated privacy
compliance as infrastructure rather than liability management. Building a data inventory,
establishing consent and request-handling workflows, and auditing third-party data relationships
are not checkbox exercises; they are the foundation of a sustainable, trust-based relationship with
customers in a world where data practices are increasingly visible and material.
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Appendix A: Methodology

Digital 520 applies a rigorous, multi-source research methodology to every Insight Report. Our process is
designed to ensure that findings are empirically grounded, balanced across perspectives, and translated
into practical guidance rather than abstract analysis. For this report, the following methods were
employed:

Systematic literature review. Academic and policy research on GDPR's economic effects was
systematically reviewed, with priority given to peer-reviewed publications and working papers
from major research institutions including the National Bureau of Economic Research (NBER), the
Centre for Economic Policy Research (CEPR), Brookings, and the U.S. Federal Trade Commission.
Studies were evaluated for methodological rigor, data quality, and independence from industry
sponsorship.

Primary regulatory document review. GDPR text, EU Commission interpretive guidance, ADPPA
legislative drafts, state privacy law statutes, and the EU Omnibus Simplification Package were
reviewed to ensure accurate characterization of regulatory requirements and legal obligations.
Where law is evolving, we note the effective date of information and recommend verification with
legal counsel.

Economic modeling and projection. Projections for U.S. scenarios are based on Difference-in-
Differences (DiD) frameworks analogous to those applied in post-GDPR academic literature,
adjusted for U.S. economic scale, venture capital market depth, and the different sectoral
composition of the U.S. tech economy. We supplement with computable general equilibrium
(CGE) reasoning and gravity model analysis for cross-border investment flows. All projections are
directional estimates with stated confidence ranges, not point forecasts.

International comparison. Evidence from Brazil's LGPD (2020), India's DPDPA (2023), and the
United Kingdom's post-Brexit data protection reforms (2025) was incorporated to contextualize
U.S. projections within a global pattern. International comparisons were used to test the
robustness of GDPR-derived projections and to identify design variables (consent stringency,
enforcement aggressiveness, SMB exemptions) that materially affect economic outcomes.

Industry data and practitioner insight. Venture capital data draws on American Bar Association
analysis and CEPR/VoxEU research. Compliance cost estimates draw on IAPP/EY industry surveys,
Gartner research, and Digital 520's practitioner experience across data privacy, cybersecurity, and
technology governance engagements. Where estimates reflect practitioner judgment rather than
published studies, this is noted explicitly.

Digital 520 practitioner analysis. The compliance framework in Part IV, the proactive-versus-
reactive cost differential, and the SMB action framework reflect Digital 520's direct experience
advising regulated organizations across privacy, cybersecurity, Al governance, and enterprise
technology engagements. These findings are grounded in real implementation experience, not
theoretical modeling.
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Limitations: Projections based on GDPR analogues carry inherent uncertainty. The U.S. economy differs
from the EU's in scale, sectoral composition, antitrust enforcement history, and venture capital market
depth. Regulatory design choices (thresholds, enforcement mechanisms, PRA scope) could produce
outcomes that materially differ from the ranges presented. All projections should be treated as scenario
inputs for strategic planning, not as precise forecasts.

Appendix B: Glossary

ADPPA American Data Privacy and Protection Act. Proposed U.S. federal privacy legislation
introduced in 2022; did not pass. Analyzed as a hypothetical framework in this report.

CCPA/CPRA California Consumer Privacy Act (2020) / California Privacy Rights Act (2023). The most
stringent U.S. state privacy law, widely used as the de facto national standard by multi-
state businesses.

Compliance Moat The competitive advantage created when high fixed compliance costs raise the cost of
market entry for new competitors while leaving incumbents' positions intact or
strengthened.
Data Controller The entity that determines the purposes and means of processing personal data. Under

GDPR, controllers bear primary compliance obligations.

Data Minimization The principle that only the minimum personal data necessary to accomplish a stated
purpose may be collected or processed.

Data Processor An entity that processes personal data on behalf of a data controller (e.g., a cloud
hosting provider or analytics vendor). Must operate under a data processing
agreement (DPA).
DiD Analysis Difference-in-Differences. An econometric method for estimating causal effects by

comparing outcomes between a treated group and control group before and after an
intervention.

DPA Data Processing Agreement. A contractual instrument required between data
controllers and processors under GDPR and many state privacy laws.

DSAR Data Subject Access Request. A formal consumer request for information about
personal data an organization holds, with legally defined response windows (typically
30-45 days).
FTC Federal Trade Commission. The primary U.S. federal regulatory body with authority

over unfair and deceptive trade practices, including data privacy.

GDPR General Data Protection Regulation. The EU's comprehensive data privacy framework,
enforceable since May 25, 2018.
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HIPAA Health Insurance Portability and Accountability Act. U.S. sectoral law governing the
privacy and security of health information.

LGPD Lei Geral de Prote¢do de Dados Pessoais. Brazil's comprehensive data privacy law,
effective 2020. Modeled substantially on GDPR.

Pl Personally Identifiable Information. Any information that can be used to identify an
individual, directly or through combination with other data.

Privacy by Design An approach to system architecture in which privacy protections are embedded into
the design of products and processes rather than added as a compliance retrofit.

Private Right of A legal provision allowing individuals to sue organizations directly for privacy violations
Action (PRA) without requiring government enforcement action. Creates bilateral enforcement risk
and class action exposure.

SMB Small and Medium-Sized Business. Generally defined as organizations with fewer than
500 employees. Disproportionately affected by high-fixed-cost compliance regimes.

VC Venture Capital. Institutional investment in early-stage, high-growth companies,
particularly prevalent in technology sectors.

CONFIDENTIAL — Digital 520 — Page 32 of 34 — digital520.com



DIGITAL GN

Endnotes

1 The Economist. "The world's most valuable resource is no longer oil, but data." May 6, 2017.
https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-but-data

2 Anitha, A. "Growth Level of Big Data." 2017.

3- Fleckenstein, M., Obaidi, A., and Tryfona, N. "A Review of Data Valuation Approaches and Building and Scoring a Data
Valuation Model." Harvard Data Science Review, vol. 5, no. 1, Jan. 2023. https://doi.org/10.1162/99608f92.c18db966

4. U.S. Department of Labor. "Guidance on the Protection of Personal Identifiable Information."
http://www.dol.gov/general/ppii

5 Rocher, L., Hendrickx, J.M., and de Montjoye, Y.-A. "Estimating the success of re-identifications in incomplete datasets using
generative models." Nature Communications, vol. 10, p. 3069, Jul. 2019. https://doi.org/10.1038/s41467-019-10933-3

6. Statista. "Topic: Data usage in marketing and advertising." Accessed March 2024.
https://www.statista.com/topics/4654/data-usage-in-marketing-and-advertising/

7- GitNux. "Targeted Advertising Statistics." https://gitnux.org/targeted-advertising-statistics/

8- Pew Research Center. "Americans' attitudes and experiences with privacy policies and laws." November 15, 2019.
https://www.pewresearch.org/internet/2019/11/15/americans-attitudes-and-experiences-with-privacy-policies-and-laws/

9 WebFX. "What Are Data Brokers and What Is Your Data Worth?" https://www.webfx.com/blog/internet/what-are-data-
brokers-and-what-is-your-data-worth-infographic/

10. Security.org. "The Data Big Tech Companies Have On You." https://www.security.org/resources/data-tech-companies-have/

11. Reuters. "U.S. data privacy laws to enter new era in 2023." January 12, 2023.
https://www.reuters.com/legal/legalindustry/us-data-privacy-laws-enter-new-era-2023-2023-01-12/

12. Ponciano, J. "The World's Largest Technology Companies In 2023." Forbes, June 8, 2023.
https://www.forbes.com/sites/jonathanponciano/2023/06/08/the-worlds-largest-technology-companies-in-2023-a-new-
leader-emerges/

13. GDPR.eu. "What is GDPR, the EU's new data protection law?" https://gdpr.eu/what-is-gdpr/

14. European Data Protection Supervisor. "The History of the General Data Protection Regulation."
https://www.edps.europa.eu/data-protection/data-protection/legislation/history-general-data-protection-regulation_en

15. UNCTAD. "Data Protection and Privacy Legislation Worldwide." https://unctad.org/page/data-protection-and-privacy-
legislation-worldwide

16. European Commission. "EU-US Data Transfers." https://commission.europa.eu/law/law-topic/data-protection/international-
dimension-data-protection/eu-us-data-transfers_en

17. CNBC. "EU and US agree new data-sharing deal." July 12, 2023. https://www.cnbc.com/2023/07/12/eu-and-us-agree-new-
data-sharing-deal-what-is-it-and-why-it-matters.html

18. Data Protection Commission (Ireland). "Guidance on the Principles of Data Protection." October 2019.
https://www.dataprotection.ie/sites/default/files/uploads/2019-
11/Guidance%200n%20the%20Principles%200f%20Data%20Protection_Oct19.pdf

19. Citi GPS. "Financial Consequences of the GDPR." Citi Global Perspectives & Solutions.
https://www.citigroup.com/global/insights/citigps/financial-consequences-of-the-gdpr

20 Jia, J. et al. "The GDPR Effect: How Data Privacy Regulation Shaped Firm Performance Globally." CEPR/VoxEU, 2022.
https://cepr.org/voxeu/columns/gdpr-effect-how-data-privacy-regulation-shaped-firm-performance-globally

21. National Bureau of Economic Research. "Impacts of the European Union's Data Protection Regulations." NBER Digest, July
2022. https://www.nber.org/digest/202207/impacts-european-unions-data-protection-regulations

CONFIDENTIAL — Digital 520 — Page 33 of 34 — digital520.com



DIGITAL QIS

22. Jia, J. "GDPR and Tech M&A: Impacts on Venture Capital Investment." American Bar Association Antitrust Magazine Online,
June 2021. https://www.americanbar.org/content/dam/aba/publishing/antitrust-magazine-online/2021/june-2021/jun2021-
jia.pdf

2. Jia, J. et al. "Short-Run Effects of GDPR on Technology Venture Investment." CEPR/VoxEU.
https://cepr.org/voxeu/columns/short-run-effects-gdpr-technology-venture-investment

24 Johnson, G., Goldberg, S., and Shriver, S. "Privacy & Market Concentration: Intended and Unintended Consequences of the
GDPR." U.S. Federal Trade Commission.
https://www.ftc.gov/system/files/documents/public_events/1588356/johnsongoldbergshriver.pdf

25. Deloitte UK. "The Impact of GDPR on the Financial Services."
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/risk/deloitte-uk-the-impact-of-gdpr-on-the-financial-
services.pdf

26.|S Partners LLC. "GDPR One Year Later: Impact." https://www.ispartnerslic.com/blog/gdpr-one-year-later-impact/
27- Wired. "GDPR's Failures Are a Warning for U.S. Privacy Laws." 2022. https://www.wired.com/story/gdpr-2022/

28 International Association of Privacy Professionals (IAPP). "U.S. State Privacy Legislation Tracker."
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

29- McKinsey & Company. "The consumer-data opportunity and the privacy imperative." 2020.
https://www.mckinsey.com/business-functions/risk-and-resilience/our-insights/the-consumer-data-opportunity-and-the-
privacy-imperative

30- International Association of Privacy Professionals (IAPP) / EY. "Privacy professionals and the CCPA: Governance insights."
2020.

31 U.S. Congress. "American Data Privacy and Protection Act (ADPPA)." H.R. 8152, 117th Congress (2021-2022).
https://www.congress.gov/bill/117th-congress/house-bill /8152

32 McKinsey & Company. "Why data culture matters." 2022.

33. Gartner. "Predicts 2021: Privacy." Gartner Research Note, November 2020. Note: 3-5x cost differential between proactive
and reactive compliance is consistent with practitioner findings across Digital 520 engagements.

34. Bloomberg Law. "CCPA Litigation Tracker." 2024. https://pro.bloomberglaw.com

35. European Commission. "Omnibus | Simplification Package." February 2025. https://commission.europa.eu/law/law-
topic/data-protection/reform/omnibus-simplification-package_en

36. Senate Commerce Committee. "American Privacy Rights Act (APRA)." S.___, 118th Congress. Introduced by Senator Maria
Cantwell (D-WA) and Representative Cathy McMorris Rodgers (R-WA), April 2024.

37- Abraao, G. et al. "Brazil's LGPD: Early Economic Impact Assessment." Institute for Applied Economic Research (IPEA), 2022.

38. Nair, R. "India's Digital Personal Data Protection Act: Economic and Regulatory Implications." Observer Research Foundation,
2024.

39- UK Department for Science, Innovation and Technology. "Data Protection and Digital Information Bill: Impact Assessment."
2024. https://www.gov.uk/government/publications/data-protection-and-digital-information-bill-impact-assessment

CONFIDENTIAL — Digital 520 — Page 34 of 34 — digital520.com



