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Executive Summary 
Artificial intelligence is no longer an emerging technology. It is an operational reality. By 2026, an estimated 
72% of organizations have deployed AI in at least one business function,1 and global corporate spending on 
AI systems is projected to exceed $300 billion annually by 2027.2 Yet the governance infrastructure 
surrounding these deployments remains dangerously immature. A recent IBM study found that 63% of 
organizations that experienced AI-related breaches either lacked or were still developing an AI governance 
policy,3 and 97% of those breached organizations had inadequate access controls for their AI systems.4 

The regulatory environment is accelerating in parallel. The European Union’s AI Act, the world’s first 
comprehensive AI-specific legislation, began enforcement in August 2025, with penalties reaching €35 
million or 7% of global annual turnover for prohibited practices.5 In the United States, 38 states adopted 
approximately 100 AI-related measures in 2025 alone,6 and the number of federal AI regulations introduced 
doubled between 2023 and 2024.7 Globally, legislative mentions of artificial intelligence rose 21.3% across 
75 countries in the past year.8 

This report provides a strategic framework for establishing AI governance within organizations of any size. It 
synthesizes current regulatory requirements across jurisdictions, evaluates leading governance frameworks 
including the NIST AI Risk Management Framework and ISO/IEC 42001, and translates these into a practical 
implementation roadmap. The analysis draws on enforcement data, industry research, and documented 
case studies to quantify both the costs of inaction and the competitive advantages available to organizations 
that govern AI proactively. 

 

Key Takeaway 
Organizations that establish AI governance frameworks proactively convert a compliance cost into a 
competitive advantage. Those that wait face not only escalating regulatory penalties (up to €35 million under 
the EU AI Act), but also operational risks that are already materializing: AI-related breach costs averaging 
$5.72 million per incident, deepfake fraud losses tripling year-over-year, and class-action litigation expanding 
across sectors. The window for proactive investment is narrowing as enforcement mechanisms activate 
globally. 

 

Scope & Objectives 

This report addresses three primary objectives: 

• Quantify the risk landscape. Quantify the risk landscape. Document the regulatory, financial, and 
operational costs of operating AI systems without adequate governance, using current enforcement 
data and incident research. 
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• Map the governance ecosystem. Map the governance ecosystem. Evaluate the major AI governance 
frameworks, standards, and regulatory requirements that organizations must navigate, identifying 
areas of convergence and divergence. 

• Provide an implementation roadmap. Provide an implementation roadmap. Deliver a phased, 
practical guide for building an AI governance framework; from organizational structure and policy 
development through ongoing monitoring and continuous improvement. 

 

€35M 
Maximum EU AI Act fine for 

prohibited AI practices⁵ 

$5.72M 
Average cost of an AI-related 

data breach³ 

100+ 
U.S. state AI measures adopted 

in 2025⁶ 

36% 
Annual growth rate of the AI 

governance tools market⁹ 

 

Why This Report Matters 
AI governance is no longer optional. With enforcement mechanisms activating globally, organizations face a 
narrowing window to transition from reactive compliance to proactive governance. This report provides the 
strategic framework, regulatory mapping, and implementation roadmap needed to make that transition 
efficiently. 

 
Sources: ⁵ EU AI Act Article 99; ³ IBM Cost of Data Breach Report 2025; ⁶ Stanford AI Index 2025; ⁹ Grand View Research. 
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Part I: The AI Governance Imperative 
The gap between AI deployment and AI governance represents one of the most significant operational risks 
facing modern enterprises. Organizations have invested aggressively in AI capabilities, automating decision-
making in lending, hiring, medical diagnostics, and customer engagement, while governance structures have 
lagged behind by years. This section examines why that gap exists, what it is costing organizations today, 
and why the cost of inaction is accelerating. 

The Rise of Enterprise AI 

Enterprise AI adoption has moved from experimental to operational at extraordinary speed. Between 2023 
and 2026, the proportion of organizations deploying AI in at least one business function grew from 
approximately 55% to over 72%.1 Generative AI alone saw the fastest enterprise technology adoption in 
recorded history, with tools like large language models integrated into customer service, content 
generation, code development, and internal knowledge management within months of their commercial 
availability. 

This acceleration has been driven by three reinforcing dynamics. First, cloud-based AI services from major 
providers have dramatically reduced the technical barrier to deployment. Second, competitive pressure has 
created urgency: organizations that delay AI adoption risk losing ground to AI-augmented competitors. 
Third, generative AI has expanded the use-case surface from structured, narrow applications to 
unstructured, broad ones; meaning more business functions, more data types, and more employees are 
now interacting with AI systems daily. 

The result is an AI footprint that has outgrown the governance structures designed for earlier, simpler 
technologies. Traditional IT governance frameworks were built for deterministic systems with predictable 
outputs. AI systems, particularly those based on machine learning, are probabilistic, opaque, and capable of 
producing outputs that their developers did not anticipate and cannot always explain. Governing these 
systems requires fundamentally different approaches to risk management, documentation, testing, and 
oversight. 

72% 
Organizations with AI in at least 

one business function 

55%→72% 
AI adoption growth 2023 to 2026 

$300B+ 
Projected annual corporate AI 

spend by 2027 

3–5x 
Cost multiplier for reactive vs. 

proactive governance 

Sources: McKinsey Global Survey; IDC Worldwide AI Spending Forecast; Gartner. 

 

Why Governance Cannot Wait 
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The argument for delaying AI governance typically rests on the assumption that regulation has not yet 
caught up, and that governance can be retrofitted once requirements become clear. This assumption is 
wrong on both counts. 

Regulation has caught up. The EU AI Act’s enforcement began in August 2025, with full applicability across 
all risk categories by August 2026.5 In the United States, while no comprehensive federal AI law has passed, 
the regulatory environment is far from empty: 59 AI-related federal regulations were introduced in 2024 
alone,7 and state legislatures have moved aggressively. Colorado’s SB24-205, effective June 30, 2026, 
establishes the first comprehensive state-level AI framework, requiring impact assessments, consumer 
disclosures, and annual reviews for high-risk AI systems.10 New York City’s Local Law 144 already mandates 
annual bias audits for automated employment decision tools.11 

Governance cannot be retrofitted. Organizations that defer governance until mandated by regulation face 
what practitioners call the “compliance cliff”: the point at which accumulated technical debt, undocumented 
models, unaudited decision-making systems, and fragmented data practices must be remediated 
simultaneously under regulatory deadline pressure. Industry research consistently finds that reactive 
compliance costs three to five times more than proactive governance investment.12 

The Cost of Inaction 

The financial consequences of operating AI without governance are no longer theoretical. They are 
documented, growing, and distributed across multiple categories of loss. 

Regulatory Penalties 

The EU AI Act establishes a tiered penalty structure that significantly exceeds GDPR’s already substantial 
fines. Deploying prohibited AI systems carries penalties of €35 million or 7% of global annual turnover. 
Violations of high-risk AI system requirements carry fines of €15 million or 3% of turnover. Even failures in 
information provision trigger penalties of €7.5 million or 1% of turnover.5 For context, GDPR’s maximum 
penalty is €20 million or 4% of turnover; a threshold that has already produced billion-euro fines against 
major technology companies. 

Breach and Incident Costs 

AI-related data breaches are substantially more expensive than conventional breaches. According to IBM’s 
2025 Cost of a Data Breach report, breaches involving AI systems averaged $5.72 million, compared to the 
$4.4 million global average for all data breaches.3 AI is now a factor in 16% of all reported incidents.4 Shadow 
AI: unauthorized AI tool usage by employees: compounds the problem: in organizations where shadow AI 
breaches occurred, 65% involved the compromise of personally identifiable information and 40% involved 
intellectual property exposure.13 

Litigation Exposure 

AI-related litigation is expanding rapidly. Notable enforcement actions and settlements include a $50 million 
settlement by Clearview AI for biometric privacy violations,14 $70 million in combined fines against Goldman 
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Sachs and Apple for algorithmic transparency failures in credit card decisions,15 and the iTutorGroup’s 
$365,000 EEOC settlement for age discrimination in an AI hiring tool.16 Class-action litigation is also 
expanding: in 2025, a federal court allowed a class action against Workday to proceed, alleging that its AI 
screening tools systematically discriminated against applicants over 40.17 

Deepfake and AI Fraud 

AI-enabled fraud is emerging as a major financial risk. U.S. deepfake fraud losses reached an estimated $1.1 
billion in 2025, tripling from $360 million in 2024.18 Financial services firms reported average per-incident 
losses of $603,000, with 25% of fintech companies experiencing individual incidents exceeding $1 million.19 
AI fraud losses are projected to reach $40 billion annually by 2027.20 

 

 

$1.1B 
U.S. deepfake fraud losses in 

2025 

3x 
Year-over-year growth in 

deepfake fraud losses 

$603K 
Average per-incident loss for 

financial services firms 

$40B 
Projected annual AI fraud losses 

by 2027 

Sources: Regula Forensics; Deloitte AI Fraud Projections 2025. 

 

The Governance Gap in Numbers 
63% of organizations that experienced AI-related breaches lacked an AI governance policy. 97% had 
inadequate access controls for AI systems. 66% of security leaders expect AI to significantly impact their 
cybersecurity posture, but only 37% assess the security of AI tools before deployment. The gap between AI 
deployment speed and governance maturity is the single largest controllable risk factor in enterprise AI. 

 
Risk Category Documented Cost Range Trend 

EU AI Act penalties (prohibited 
practices) 

€35M or 7% of global turnover Enforcement begins 2025 

EU AI Act penalties (high-risk 
violations) 

€15M or 3% of global turnover Full applicability Aug 2026 

Average AI-related data breach $5.72 million per incident Rising; 16% of all breaches 

Deepfake fraud (enterprise average) $500K–$680K per incident Tripling annually 

Algorithmic bias litigation $365K–$70M per case Expanding to class actions 

Reactive vs. proactive compliance 3–5x cost multiplier Widening with regulation 

Figure 1. Documented costs of AI governance failures by risk category. Sources: EU AI Act; IBM 2025; Regula Forensics; EEOC; OCC. 
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Cybersecurity and Adversarial AI Risks 

AI systems introduce novel attack surfaces that traditional cybersecurity frameworks were not designed to 
address. AI-assisted cyberattacks have increased 72% since 2024, with phishing attacks surging 1,265% due 
to generative AI tools that produce sophisticated, personalized social engineering content.13 The proportion 
of malicious emails generated or enhanced by AI rose from 5% in 2024 to 10% in 2025. AI incident reports 
themselves increased 56.4% year-over-year, with 233 documented cases in 2024 alone. 

The governance implications extend beyond defense. Organizations deploying AI must also consider how 
their own AI systems can be manipulated. Adversarial attacks (carefully crafted inputs designed to cause AI 
models to produce incorrect outputs), represent a growing threat to any organization relying on AI for 
consequential decisions. Data poisoning, model extraction, and prompt injection attacks are documented 
attack vectors that require specific governance controls: input validation, model integrity monitoring, and 
regular adversarial robustness testing. 

Reputational and Operational Costs 

Beyond direct financial losses, AI governance failures carry substantial reputational costs that are difficult to 
quantify but consistently material. When Amazon’s AI recruiting tool was revealed to systematically 
disadvantage female candidates, the reputational impact extended far beyond the tool’s immediate scope, 
affecting the company’s employer brand and its credibility as an AI technology provider.34 When healthcare 
algorithms were shown to allocate fewer resources to Black patients, the institutional trust implications 
affected not just the algorithm’s deployer but the broader adoption of AI in clinical settings.36 

Operational costs compound reputational damage. An AI incident typically triggers emergency remediation, 
system suspension, manual process reversion, regulatory reporting, legal review, and public 
communications; each of which diverts resources from productive activity. Organizations with established 
governance frameworks can contain these incidents more quickly because they have the documentation, 
testing infrastructure, and response procedures already in place. Organizations without governance must 
build the plane while flying it. 

 

The Hidden Cost of Delay 
Organizations without governance frameworks must build response capabilities during a crisis. This reactive 
approach diverts resources, extends incident duration, and amplifies reputational damage. Industry research 
consistently shows that organizations with pre-established governance contain AI incidents 40% faster and at 
significantly lower total cost. 
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Part II: The Regulatory Landscape 
AI governance does not operate in a regulatory vacuum. Organizations deploying AI systems in 2026 must 
navigate a rapidly evolving, multi-jurisdictional regulatory environment that is converging on common 
principles but diverging on implementation details. This section maps the major regulatory frameworks that 
define the compliance baseline. 

The EU AI Act: Structure and Enforcement 

The EU AI Act, formally Regulation (EU) 2024/1689, is the world’s first comprehensive AI-specific legislation.5 
Published in the Official Journal in July 2024, it establishes a risk-based classification system that determines 
the compliance obligations applicable to each AI system. 

The Act defines four risk tiers. Unacceptable risk AI systems (including social scoring by governments, real-
time biometric identification in public spaces (with narrow exceptions), and manipulative AI targeting 
vulnerable populations), are prohibited outright. High-risk AI systems, which include those used in 
employment decisions, credit scoring, law enforcement, education, and critical infrastructure management, 
must meet extensive requirements including conformity assessments, technical documentation, human 
oversight mechanisms, and post-market monitoring. Limited risk systems require transparency obligations 
such as disclosure that users are interacting with AI. Minimal risk systems face no specific requirements 
beyond voluntary codes of practice. 

Risk Tier Examples Key Requirements Penalty (Maximum) 

Unacceptable Social scoring, 
manipulative AI, real-time 
biometric ID 

Prohibited €35M / 7% turnover 

High-Risk Employment, credit, 
healthcare, law 
enforcement AI 

Conformity assessment, 
documentation, monitoring, human 
oversight 

€15M / 3% turnover 

Limited Risk Chatbots, deepfake 
generators, emotion 
recognition 

Transparency and disclosure €7.5M / 1% turnover 

Minimal Risk Spam filters, AI-enabled 
video games 

None (voluntary codes) N/A 

Figure 2. EU AI Act risk classification and penalty structure. Source: Regulation (EU) 2024/1689. 

 
Enforcement follows a staggered timeline. Prohibitions on unacceptable-risk AI practices took effect in 
February 2025. Obligations for general-purpose AI models, including foundation models, applied from 
August 2025. The full framework, including all high-risk system requirements, becomes applicable on August 
2, 2026.5 Organizations with any EU market exposure must be prepared for full compliance by that date. 
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EU AI Act Timeline 
February 2025: Prohibitions on unacceptable-risk AI practices take effect. August 2025: Obligations for 
general-purpose AI models apply. August 2, 2026: Full framework, including all high-risk system 
requirements, becomes applicable. Organizations with any EU market exposure must be prepared for full 
compliance by August 2026. 

 

U.S. Federal and State AI Legislation 

The United States lacks a comprehensive federal AI law, but the regulatory environment is far from empty. 
The federal approach has been characterized by sector-specific agency guidance, executive action, and an 
accelerating state-level legislative effort. 

At the federal level, 59 AI-related regulations were introduced in 2024, doubling the count from 2023.7 
While Executive Order 14110, signed by President Biden in October 2023, established AI safety and security 
standards, it was rescinded in January 2025.21 Sector regulators continue to apply existing authorities: the 
SEC requires firms to identify conflicts in AI-based investment recommendations, FINRA treats AI-generated 
content as regulated communications, and the OCC, Federal Reserve, and FDIC apply model risk 
management expectations to AI and machine learning systems in banking.22 

State legislatures have moved more aggressively. Colorado’s SB24-205, effective June 30, 2026, establishes 
the most comprehensive state AI framework to date, requiring developers and deployers of high-risk AI 
systems to conduct impact assessments, provide consumer disclosures, and maintain ongoing governance 
documentation.10 New York City’s Local Law 144, in force since January 2023, requires annual bias audits for 
automated employment decision tools.11 Illinois has enacted both the Artificial Intelligence Video Interview 
Act (requiring notice and consent for AI-analyzed job interviews) and BIPA (imposing biometric data consent 
requirements with a private right of action).23 Collectively, 38 states adopted approximately 100 AI-related 
measures in 2025.6 

 

59 
Federal AI regulations introduced 

in 2024 

38 
States adopting AI measures in 

2025 

~100 
State-level AI measures in 2025 

2x 
Year-over-year growth in federal 

AI regulations 

Sources: Stanford AI Index 2025. 

 

The State-Level Patchwork Risk 
Organizations operating across multiple U.S. states face a familiar problem: a compliance patchwork. Each 
state law defines AI, risk, and disclosure requirements differently. Without a federal preemption framework, 
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multi-state businesses must either comply with the most restrictive state standard or maintain state-by-state 
compliance programs; both of which carry significant cost and operational complexity. 

 

Global Regulatory Convergence 

The AI regulatory trend is global. Legislative mentions of AI rose 21.3% across 75 countries in the past year.8 
China has implemented a three-regulation framework governing algorithms, deep synthesis (deepfakes), 
and generative AI, with a comprehensive AI Safety Governance Framework published in September 2024.24 
South Korea finalized its AI Framework Act in January 2025.25 Brazil, India, Japan, and Canada are each 
advancing AI-specific legislation. 

While approaches differ: the EU favors prescriptive, risk-tiered regulation; the UK has pursued a principles-
based, sector-specific model; China combines prescriptive rules with state-directed governance | the 
underlying principles are converging. Transparency, human oversight, fairness and non-discrimination, 
accountability, and safety are common requirements across virtually every framework. Organizations that 
build governance around these principles will be positioned to comply across jurisdictions. 

Industry-Specific Regulation 

Beyond horizontal AI laws, sector-specific regulation adds additional compliance layers. Healthcare AI faces 
FDA oversight for software as a medical device, with documented reporting gaps: only 3.6% of FDA-
approved AI/ML devices reported race or ethnicity data, and 81.6% did not report age data in their clinical 
evaluations.26 Financial services AI operates under existing prudential regulation, with the OCC and Federal 
Reserve expecting the same model risk management rigor for AI as for traditional quantitative models. 
Employment AI faces the most active enforcement environment, with NYC’s Local Law 144 producing early 
compliance data showing that only 18 of 391 employers had posted the required audit reports by 2024.27 
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Part III: Frameworks and Standards 
Several governance frameworks have emerged to help organizations operationalize AI risk management. 
This section evaluates the three most significant: the NIST AI Risk Management Framework, ISO/IEC 42001, 
and the IEEE standards ecosystem. Understanding their structures, strengths, and overlaps is essential for 
selecting the right foundation for your organization’s governance program. 

NIST AI Risk Management Framework (AI RMF) 

The NIST AI Risk Management Framework (AI 100-1), published by the National Institute of Standards and 
Technology, is the most widely referenced AI governance framework in the United States.28 It is voluntary, 
sector-agnostic, and designed to be integrated into existing enterprise risk management processes. 

The framework is organized around four core functions: Govern, Map, Measure, and Manage. The Govern 
function is cross-cutting, establishing the organizational culture, structures, and policies that enable 
effective AI risk management. Map establishes context for AI systems, identifying intended uses, 
stakeholders, and the broader risk environment. Measure applies quantitative and qualitative techniques to 
assess identified risks. Manage implements controls, mitigations, and response strategies based on 
measurement results. 

Function Purpose Key Activities 

GOVERN Establish organizational AI risk 
culture and accountability 

Policies, roles, training, escalation procedures, third-party 
due diligence 

MAP Contextualize AI systems and 
identify risks 

Use-case documentation, stakeholder identification, 
impact assessment, legal review 

MEASURE Assess and quantify AI risks Bias testing, performance monitoring, explainability 
analysis, security evaluation 

MANAGE Implement controls and mitigations Risk treatment plans, incident response, continuous 
monitoring, decommissioning protocols 

Figure 3. NIST AI RMF core functions. Source: NIST AI 100-1. 

 
NIST also defines maturity tiers, from basic documentation (Tier 1) through comprehensive automated 
monitoring (Tier 4, the Adaptive tier). Organizations can use these tiers to assess current maturity and set 
incremental improvement targets. The framework’s flexibility is both a strength and a limitation: it provides 
excellent structural guidance but leaves significant implementation detail to the adopter. 

ISO/IEC 42001: The AI Management System Standard 

ISO/IEC 42001, published in December 2023, is the world’s first international standard for AI management 
systems.29 It follows the familiar Plan-Do-Check-Act methodology used in ISO 9001 (quality), ISO 27001 
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(information security), and ISO 14001 (environmental management), making it readily integrable into 
existing management system infrastructure. 

The standard requires organizations to establish leadership commitment, conduct AI-specific risk planning, 
ensure adequate resource support, and implement lifecycle coverage from initial concept through 
deployment and operation. Unlike NIST's voluntary framework, ISO 42001 is certifiable; organizations can 
undergo third-party audits to demonstrate conformity, providing external assurance to regulators, 
customers, and partners. 

For organizations already maintaining ISO 27001 or similar certifications, ISO 42001 offers the most efficient 
path to formal AI governance because it shares management system architecture, audit methodology, and 
documentation conventions. The standard is particularly relevant for organizations with EU AI Act 
compliance obligations, as it provides a structured approach to the conformity assessment requirements 
applicable to high-risk AI systems. 

 

ISO 42001 Certification Advantage 
Organizations with existing ISO 27001 or ISO 9001 certifications can leverage shared management system 
architecture to accelerate ISO 42001 implementation. The common Plan-Do-Check-Act methodology, audit 
infrastructure, and documentation conventions reduce implementation effort by an estimated 30 to 40 
percent compared to building governance from scratch. 

 

IEEE Standards and Certification Programs 

The IEEE Standards Association has developed the 7000 series of standards focused on ethical AI design, 
alongside practical governance tools.30 IEEE 7000 provides a step-by-step methodology for embedding 
ethical considerations into AI system design. IEEE P2863 addresses organizational governance of artificial 
intelligence specifically. 

Perhaps most notably, IEEE offers CertifAIEd, a certification program that evaluates AI products and services 
against ethical principles including transparency, accountability, algorithmic bias, and privacy.30 This program 
provides a third-party validation mechanism that organizations can reference in regulatory compliance 
documentation and stakeholder communications. 

Mapping Frameworks to Business Requirements 

No single framework covers all governance requirements. The most effective approach combines elements 
from multiple frameworks, tailored to the organization’s regulatory exposure, industry, and AI maturity 
level. 

Requirement NIST AI RMF ISO/IEC 42001 EU AI Act 



 

COPYRIGHT 2026 | Digital 520 | Page 15 of 31 | Digital520.com 

Risk classification Flexible, self-assessed Risk-based, structured Mandatory 4-tier system 

Documentation Recommended Required for certification Required for high-risk 
systems 

Bias testing Recommended in Measure Part of risk assessment Mandatory for high-risk 

Human oversight Addressed in Govern Part of operational controls Mandatory for high-risk 

Third-party audit Not required Available (certifiable) Required for some high-risk 

Post-deployment 
monitoring 

Recommended in Manage Required for certification Mandatory for high-risk 

Incident response Addressed in Manage Required Mandatory reporting for 
serious incidents 

Applicability Voluntary, U.S.-focused Global, certifiable Mandatory for EU market 

Figure 4. Framework comparison across key governance requirements. 

 

 

4 
Core functions in NIST AI RMF 

1st 
ISO 42001 is the first certifiable 

AI management standard 

7000+ 
IEEE standards series for ethical 

AI design 

30-40% 
Estimated effort reduction with 

existing ISO certification 

Sources: NIST AI 100-1; ISO/IEC 42001:2023; IEEE Standards Association. 

 

Framework Selection Guidance 
For U.S.-headquartered organizations without immediate EU exposure, the NIST AI RMF provides the most 
practical starting point. For organizations with EU market operations or seeking formal certification, ISO/IEC 
42001 offers the most direct compliance path. In practice, most organizations will need to implement a 
hybrid approach that draws structural guidance from NIST, certification capability from ISO, and specific 
regulatory mappings from the EU AI Act and applicable state laws. 
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Part IV: Building Your AI Governance Framework 
This section translates regulatory requirements and framework principles into the operational components 
of an enterprise AI governance program. Each subsection addresses a critical governance function, defines 
what it must accomplish, and identifies the specific artifacts and processes required. 

Organizational Structure and Leadership 

Effective AI governance begins with clear organizational accountability. The most common structural failure 
is distributing AI governance responsibilities across existing roles without establishing dedicated authority or 
coordination mechanisms. This produces fragmented oversight, inconsistent standards, and accountability 
gaps. 

The role of Chief AI Officer (CAIO) has emerged as the primary executive leadership position for AI 
governance. The proportion of organizations with a CAIO increased from 11% to 26% between 2023 and 
2025,31 with over 60% of current CAIOs hired externally.32 AI professionals in governance and leadership 
roles command a 25% salary premium over non-AI technology roles.33 

The recommended organizational structure includes three layers. The executive layer establishes a Chief AI 
Officer or equivalent with direct reporting to the CEO or board, responsible for AI strategy, risk appetite, and 
regulatory compliance. The oversight layer creates an AI Governance Committee or Ethics Board, composed 
of cross-functional leaders from legal, compliance, engineering, HR, and business operations, supplemented 
by external advisors where domain expertise is required. The operational layer deploys AI governance 
managers and specialized teams responsible for day-to-day implementation: model documentation, bias 
testing, monitoring, and incident response. 

Scaling for Organization Size 
Large enterprises should implement the full three-layer structure. Mid-sized organizations can consolidate 
the oversight and operational layers, with an AI Governance Committee that also manages operational 
review. Small organizations should designate a single AI steward: typically a senior technology or compliance 
leader | with explicit authority and time allocation for AI governance, supported by external advisory 
relationships. 

 

 

26% 
Organizations with a Chief AI 

Officer in 2025 

60%+ 
CAIOs hired externally 

25% 
Salary premium for AI 

governance roles 

11%→26% 
CAIO adoption growth 2023 to 

2025 

Sources: Gartner CAIO Survey 2025; DataIQ Benchmark Report; Stanford AI Index 2025. 
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Core Policy Development 

An AI governance framework requires a defined set of policies that establish organizational standards, 
decision-making authority, and compliance procedures. These policies form the documentary foundation 
against which governance performance is measured and regulatory compliance is demonstrated. 

At minimum, an AI governance policy framework should include the following components: an AI Acceptable 
Use Policy defining permitted and prohibited AI applications within the organization; an AI Risk Classification 
Policy establishing criteria for categorizing AI systems by risk level; a Model Development and 
Documentation Policy specifying requirements for training data provenance, model architecture 
documentation, version control, and performance benchmarking; a Bias Testing and Fairness Policy defining 
testing methodologies, protected characteristics, acceptable performance thresholds, and remediation 
procedures; a Transparency and Explainability Policy establishing requirements for disclosing AI involvement 
in decisions and providing explanations to affected individuals; a Human Oversight Policy defining when and 
how human review is required in AI-assisted decision-making; and a Data Governance Policy addressing data 
quality, consent, retention, and cross-border transfer requirements specific to AI training and inference 
data. 

Risk Assessment and Classification 

Risk classification is the mechanism that determines the level of governance rigor applied to each AI system. 
Every AI deployment should be assessed against a standardized risk taxonomy that considers the severity 
and probability of potential harms, the vulnerability of affected populations, the reversibility of AI-driven 
decisions, and the degree of human oversight in the decision loop. 

Organizations should adopt a risk classification scheme that aligns with their regulatory exposure. For 
organizations subject to the EU AI Act, the four-tier classification system (unacceptable, high, limited, 
minimal) provides the mandatory baseline. For organizations operating primarily in the United States, a 
three-tier classification (high, medium, low) mapped to the NIST AI RMF’s risk characterization guidance is 
typically sufficient, with provision to escalate classification when state-specific requirements apply. 

Model Documentation and Lifecycle Management 

Model documentation is the single most important technical governance artifact. A well-documented model 
provides the evidentiary foundation for compliance demonstrations, bias audits, incident investigations, and 
regulatory examinations. Undocumented models are ungovernable by definition. 

Documentation requirements should span the full AI lifecycle: development (training data characteristics, 
feature selection rationale, architecture decisions, and baseline performance metrics), validation (testing 
methodologies, fairness evaluation results, adversarial robustness testing, and human review findings), 
deployment (production environment specifications, integration points, access controls, and rollback 
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procedures), and monitoring (performance drift thresholds, alerting mechanisms, retraining triggers, and 
decommissioning criteria). Each documentation artifact should include version control, authorship 
attribution, and timestamping sufficient to reconstruct the state of any model at any point in its lifecycle. 

 
Policy Component Purpose Key Requirements 

AI Acceptable Use Policy Define permitted and 
prohibited AI applications 

Scope, prohibited uses, approval workflow, exceptions 
process 

AI Risk Classification 
Policy 

Categorize AI systems by risk 
level 

Classification criteria, assessment methodology, 
escalation triggers 

Model Documentation 
Policy 

Standardize AI system 
documentation 

Training data, architecture, performance metrics, 
version control 

Bias Testing and 
Fairness Policy 

Ensure equitable AI outcomes Testing methods, protected characteristics, thresholds, 
remediation 

Transparency Policy Govern AI disclosure 
requirements 

Notification standards, explanation requirements, 
audience-specific formats 

Human Oversight Policy Define human review 
requirements 

Review triggers by risk tier, reviewer qualifications, 
override authority 

Data Governance Policy Manage AI training and 
inference data 

Data quality, consent, retention, cross-border transfer, 
provenance 

Figure 5. Core AI governance policy framework components. 

 

Bias Testing and Fairness Assurance 

Algorithmic bias is the governance risk with the most developed enforcement history and the clearest 
litigation trajectory. Documented bias incidents span every major industry: hiring algorithms that 
systematically discriminated against female applicants,34 lending systems that charged minority borrowers 
higher rates,35 and healthcare algorithms that allocated fewer resources to Black patients.36 Research 
indicates that AI hiring tools are 74% more likely to schedule interviews for male-named candidates, and 
resumes from women’s colleges are 31% less likely to advance past AI screening.37 

A defensible bias testing program requires pre-deployment testing across all legally protected 
characteristics, using multiple fairness metrics appropriate to the decision context; ongoing monitoring for 
fairness drift as model inputs and real-world conditions change; documented remediation procedures when 
bias is detected, including model adjustment, threshold recalibration, or deployment suspension; and 
external audit capability, either through third-party testing or structured internal review with independence 
safeguards. 

Transparency and Explainability 
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Transparency requirements are converging across jurisdictions. The EU AI Act requires that users of high-risk 
AI systems be informed that they are interacting with AI and receive meaningful explanations of AI-driven 
decisions that significantly affect them. Colorado’s SB24-205 requires consumer notification when high-risk 
AI systems are used in consequential decisions. NYC’s Local Law 144 requires candidates to be notified of 
AEDT use at least ten days before the assessment. 

Organizations should establish two levels of transparency. External transparency provides affected 
individuals with clear notification of AI involvement and access to explanations appropriate to the decision 
context. Internal transparency provides decision-makers, auditors, and governance bodies with sufficient 
model insight to evaluate performance, detect anomalies, and fulfill oversight responsibilities. The level of 
explainability required should be proportional to the risk classification: high-risk systems require detailed, 
individualized explanations; lower-risk systems may satisfy requirements with general process disclosures. 

Human Oversight and Accountability 

Human oversight is a cornerstone of virtually every AI governance framework and regulation. The EU AI Act 
explicitly requires that high-risk AI systems be designed to allow effective human oversight, including the 
ability to understand system capabilities and limitations, monitor operation, interpret outputs, and override 
or reverse AI-driven decisions. 

Effective human oversight requires more than a rubber-stamp review process. It requires that human 
reviewers have sufficient training to evaluate AI outputs critically, sufficient time and authority to intervene 
when outputs appear incorrect or harmful, and access to the contextual information needed to make 
independent judgments. Organizations should define oversight requirements by risk tier: fully automated 
processing may be appropriate for minimal-risk applications, while high-risk decisions should require 
qualified human review before finalization. 

 

Bias Testing by the Numbers 
AI hiring tools are 74% more likely to schedule interviews for male-named candidates. Resumes from 
women's colleges are 31% less likely to advance past AI screening. Only 3.6% of FDA-approved AI/ML medical 
devices reported race or ethnicity data. These documented disparities underscore the critical importance of 
comprehensive, ongoing bias testing across all protected characteristics. 

 

Post-Deployment Monitoring 

AI governance does not end at deployment. Post-deployment monitoring is essential for detecting 
performance degradation, fairness drift, emerging security vulnerabilities, and changes in the real-world 
environment that affect system behavior. The EU AI Act mandates post-market monitoring for high-risk 
systems, and the NIST AI RMF addresses monitoring across its Measure and Manage functions. 
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A monitoring program should include continuous performance tracking against baseline metrics, regular 
fairness re-evaluation at defined intervals, anomaly detection for unexpected output patterns, user 
feedback collection and analysis, security monitoring for adversarial inputs and model manipulation 
attempts, and periodic full re-evaluation aligned with the organization’s risk classification review cycle. 
Monitoring should be automated where feasible, with human escalation procedures for anomalies that 
exceed defined thresholds. 

 

Monitoring Best Practice 
Effective AI monitoring requires a combination of automated systems and human judgment. Automated 
dashboards should track performance metrics, fairness indicators, and anomaly patterns continuously. 
Human review should be triggered by threshold breaches and conducted at regular intervals regardless of 
automated alerts. The monitoring cadence should be proportional to the system's risk classification: daily for 
high-risk, weekly for medium-risk, and monthly for low-risk systems. 
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Part V: Industry-Specific Considerations 
While the governance principles outlined in Part IV apply broadly, several industries face additional 
regulatory requirements and risk profiles that demand tailored governance approaches. This section 
examines four sectors with the most developed AI-specific regulatory environments. 

Healthcare and Life Sciences 

Healthcare AI operates under a dual regulatory framework: general AI governance requirements and sector-
specific medical device and clinical practice regulation. The FDA regulates AI and machine learning-based 
software as medical devices (SaMD), applying pre-market review requirements that include clinical evidence 
of safety and efficacy. 

The governance challenge in healthcare AI is particularly acute because of documented transparency gaps. 
An analysis of FDA-approved AI/ML medical devices found that only 3.6% reported race or ethnicity data in 
their clinical evaluations, 99.1% provided no socioeconomic data, and 81.6% did not report age 
demographics.26 Only 46.1% included comprehensive performance study results, and only 1.9% linked to 
peer-reviewed scientific publications.26 Approximately 6% of approved AI devices faced recalls, often within 
the first year of deployment.38 

Healthcare organizations deploying AI should implement enhanced documentation requirements that 
specifically address patient population representativeness, clinical validation across demographic groups, 
integration with existing clinical workflows, and mechanisms for clinician override. AI systems involved in 
diagnostic or treatment decisions should be classified as high-risk by default, regardless of the vendor’s risk 
characterization, and subjected to the organization’s most rigorous governance tier. 

 

Healthcare AI Governance Gap 
The transparency deficit in healthcare AI is stark: only 3.6% of FDA-approved AI/ML devices reported race or 
ethnicity data, and 81.6% did not report age demographics. Approximately 6% of approved AI devices faced 
recalls, often within the first year. Healthcare organizations must implement enhanced documentation and 
validation requirements that go beyond vendor-supplied information. 

 

Financial Services 

Financial services AI governance builds on a mature existing framework of model risk management. The 
OCC, Federal Reserve, and FDIC have long required banks to maintain model risk management programs, 
and these requirements apply with equal force to AI and machine learning models.22 The SEC requires firms 
to identify and address conflicts of interest in AI-based investment recommendations, and FINRA treats AI-
generated content as regulated communications subject to supervisory review requirements. 
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Additional state-level requirements are emerging. Colorado’s SB24-205 includes specific provisions for AI-
driven lending and insurance decisions, requiring disclosure of AI involvement and the ability for consumers 
to appeal AI-driven adverse actions, effective February 2026.10 Illinois has expanded oversight of predictive 
analytics and AI for creditworthiness determinations, effective January 2026.39 Financial institutions should 
ensure their existing model risk management programs explicitly incorporate AI-specific testing for bias 
across protected characteristics, explainability requirements proportional to decision impact, and enhanced 
documentation covering training data provenance. 

 

Financial Services: Layered Compliance 
Financial institutions face a uniquely layered regulatory environment for AI. Federal model risk management 
requirements from the OCC, Fed, and FDIC form the baseline. SEC and FINRA add securities-specific 
obligations. State laws like Colorado's SB24-205 and Illinois' AI provisions add consumer protection 
requirements. A unified governance framework that maps these overlapping obligations is essential. 

 

Human Resources and Employment 

Employment AI faces the most active and granular regulatory enforcement environment of any sector. NYC’s 
Local Law 144 provides the most instructive case study of what compliance looks like in practice; and how 
far the industry has to go. By 2024, only 18 of 391 covered employers had posted the required bias audit 
reports, and only 13 had posted the required transparency notices to candidates.27 This compliance gap 
exists despite the law’s relatively modest penalties ($500 to $1,500 per violation). 

Organizations using AI in any employment function: recruiting, screening, interviewing, performance 
evaluation, or workforce management | should anticipate that the NYC model will expand. Annual bias 
audits, pre-assessment candidate notification, opt-out mechanisms, and data retention limitations are 
emerging as baseline requirements. The intersection of AI video interview tools with biometric privacy laws 
(BIPA in Illinois, CIPA in California) creates compounding compliance obligations that require integrated 
governance approaches.23 

Critical Infrastructure and Autonomous Systems 

Autonomous vehicles, industrial robotics, and critical infrastructure AI systems face safety-focused 
governance requirements that extend beyond data privacy and fairness into physical safety and reliability. In 
the autonomous vehicle sector, approximately 50% of U.S. states have enacted AV-specific statutes as of 
late 2024,40 and federal legislation including the AV Accessibility Act, AV Safety Data Act, and AMERICA 
DRIVES Act is under active consideration.41 

For organizations deploying AI in safety-critical applications, governance frameworks must incorporate 
formal safety assurance methodologies, redundancy and fail-safe requirements, incident reporting and 
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investigation procedures that meet sector-specific requirements, and ongoing operational monitoring with 
human intervention capabilities. The AI governance program should integrate with existing safety 
management systems rather than operating as a separate compliance function. 

 

Cross-Industry Governance Comparison 

The following table summarizes the key regulatory requirements and governance priorities by industry, 
providing a reference for organizations that operate across multiple sectors or are assessing their 
governance obligations for the first time. 

Industry Primary Regulators Key AI Requirements Governance Priority 

Healthcare FDA, HHS, State health 
agencies 

Clinical validation, demographic 
reporting, SaMD pre-market review 

Patient safety, population 
representativeness, clinician 
override 

Financial 
Services 

OCC, Fed, FDIC, SEC, 
FINRA, State regulators 

Model risk management, fair 
lending, conflict disclosure 

Bias testing in 
lending/credit, 
explainability, model 
documentation 

Employment/HR EEOC, NYC DCWP, State 
labor agencies 

Bias audits, candidate notification, 
consent requirements 

Annual audits, transparency 
notices, biometric data 
consent 

Insurance State insurance 
commissioners, NAIC 

Actuarial fairness, rate justification, 
consumer disclosure 

Algorithmic fairness in 
underwriting and claims 

Autonomous 
Systems 

NHTSA, FAA, State DMVs Safety standards, incident reporting, 
operational design domain 

Safety assurance, 
redundancy, human 
intervention capability 

Education DOE, State education 
agencies 

Student data privacy, assessment 
fairness, accessibility 

FERPA compliance, 
equitable access, disability 
accommodation 

Figure 6. AI governance requirements and priorities by industry sector. 

 

Compliance Complexity 
Organizations operating across multiple industries and jurisdictions face compounding governance 
requirements. A financial services company using AI in hiring, for example, must simultaneously satisfy 
banking model risk management standards, employment bias audit requirements, state consumer 
protection laws, and potentially EU AI Act obligations. Integrated governance frameworks that address 
overlapping requirements are essential for managing this complexity efficiently. 
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Part VI: Implementation Roadmap 
Building an AI governance framework is a multi-month organizational initiative. The following phased 
roadmap provides a practical sequencing for implementation, calibrated to produce compliance readiness 
within twelve months while building sustainable governance capability for the long term. 

Phase 1: Foundation (Months 1–3) 

The foundation phase establishes organizational authority, conducts the initial AI inventory, and sets the 
governance baseline. 

• Executive sponsorship. Appoint AI governance leadership (CAIO or equivalent) with explicit 
authority, budget, and board-level reporting. 

• AI inventory and mapping. Catalog all AI systems in use across the organization, including shadow 
AI, vendor-provided AI features, and internally developed models. For each system, document the 
business function, data inputs, decision outputs, and affected populations. 

• Initial risk classification. Apply the organization’s risk classification framework to every inventoried 
AI system. Prioritize high-risk systems for immediate governance attention. 

• Regulatory gap assessment. Conduct a gap analysis between current practices and applicable 
regulatory requirements (EU AI Act, state laws, sector regulation). Produce a prioritized remediation 
plan. 

• Foundational policy development. Draft and approve the AI Acceptable Use Policy, AI Risk 
Classification Policy, and AI Governance Charter. Distribute to all employees with mandatory 
acknowledgment. 

 

Phase 1 Deliverables 
AI Governance Charter with executive sign-off; Complete AI system inventory with risk classifications; 
Regulatory gap analysis with prioritized remediation plan; Foundational policies (Acceptable Use, Risk 
Classification) approved and distributed; Budget and resource plan for Phases 2 and 3. 

 

Phase 2: Build and Operationalize (Months 4–8) 

The build phase develops the detailed governance infrastructure and begins operationalizing it against high-
risk AI systems. 

• Model documentation. Develop comprehensive documentation templates and populate them for 
all high-risk AI systems. Include training data characteristics, architecture decisions, performance 
metrics, and fairness evaluations. 
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• Bias testing program. Implement bias testing protocols for all high-risk AI systems. Conduct initial 
audits across protected characteristics. Establish ongoing testing cadences. 

• Monitoring infrastructure. Implement automated monitoring for high-risk systems, including 
performance drift detection, fairness metric tracking, and anomaly alerting. Define escalation 
procedures. 

• Human oversight protocols. Define human oversight requirements by risk tier. Train designated 
reviewers. Implement review workflows and override mechanisms. 

• Third-party governance. Assess AI governance practices of key third-party vendors and partners. 
Incorporate AI governance requirements into procurement and vendor management processes. 

• Training and awareness. Develop and deliver AI governance training for all employees who develop, 
deploy, or use AI systems. Include role-specific modules for engineers, business users, and 
leadership. 

 

Phase 2 Deliverables 
Complete model documentation for all high-risk AI systems; Initial bias audit reports; Monitoring dashboards 
and alerting infrastructure; Human oversight procedures and trained reviewers; Vendor AI governance 
assessment results; Organization-wide training completion records. 

 

Phase 3: Scale and Sustain (Months 9–12) 

The scale phase extends governance to medium-risk systems, builds continuous improvement mechanisms, 
and prepares for external validation. 

• Extend to medium-risk systems. Apply full governance protocols to medium-risk AI systems. Begin 
documentation and monitoring for newly deployed AI capabilities. 

• Incident response readiness. Establish an AI incident response procedure integrated with existing 
enterprise incident management. Conduct tabletop exercises to test response capability. 

• Internal audit and refinement. Conduct internal audit of AI governance program effectiveness. 
Identify gaps, refine processes, and document lessons learned. 

• External audit preparation. If pursuing ISO 42001 certification or EU AI Act conformity assessment, 
engage a third-party auditor to conduct a readiness assessment and schedule the formal audit. 

• Maturity assessment. Conduct a formal maturity assessment against the NIST AI RMF tiers (Partial, 
Risk Informed, Repeatable, Adaptive). Set twelve-month maturity targets. 

• Governance reporting. Establish a governance review cadence (quarterly for high-risk, semi-
annually for medium-risk) and integrate AI governance metrics into existing board and leadership 
reporting. 
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Phase 3 Deliverables 
Governance protocols extended to medium-risk AI systems; AI incident response procedure with completed 
tabletop exercises; Internal audit report with identified improvements; External audit readiness assessment 
(if pursuing certification); Formal maturity assessment with twelve-month targets; Integrated governance 
reporting in board and leadership dashboards. 

 

3 Months 
Phase 1: Foundation Leadership, 

inventory, policies 

5 Months 
Phase 2: Build Documentation, 

testing, monitoring 

4 Months 
Phase 3: Scale Audit, 

certification, reporting 

12 Months 
Total timeline to operational 

governance maturity 

Implementation timeline for a comprehensive AI governance program. 

 

Maturity Model Assessment 

A maturity model provides a structured framework for assessing governance program development over 
time. The following assessment criteria, aligned with NIST AI RMF tiers, offer a practical tool for measuring 
progress. 

Maturity Level Characteristics Typical Timeline 

Tier 1: Partial Ad hoc governance; limited documentation; reactive risk 
management; no formal policies 

Pre-implementation 

Tier 2: Risk Informed Formal policies established; high-risk systems documented; 
basic bias testing; designated leadership 

End of Phase 1 (Month 3) 

Tier 3: Repeatable Consistent processes across risk tiers; automated monitoring; 
regular audits; integrated vendor governance 

End of Phase 2 (Month 8) 

Tier 4: Adaptive Continuous improvement; predictive risk management; 
external certification; governance fully integrated into AI 
lifecycle 

End of Phase 3+ (Month 
12+) 

Figure 7. AI governance maturity model aligned with NIST AI RMF tiers. 
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Conclusion 
The organizations best positioned for the AI-governed future are those acting now. The regulatory 
environment is no longer aspirational. It is operational, with enforcement mechanisms active in the EU, 
expanding across U.S. states, and developing globally. The cost of non-compliance is quantifiable and 
growing: regulatory fines reaching 7% of global turnover, breach costs averaging $5.72 million per incident, 
litigation exposure expanding to class actions, and AI fraud losses projected to reach $40 billion by 2027. 

But AI governance is not merely a compliance exercise. Organizations that build governance capabilities 
proactively gain three strategic advantages. First, they reduce the total cost of compliance by avoiding the 
three-to-five-times cost multiplier associated with reactive remediation. Second, they build operational 
resilience against AI incidents that can cause reputational, financial, and legal harm. Third, they establish 
trust | with customers, regulators, employees, and partners | that functions as a competitive differentiator 
as AI becomes more pervasive and more scrutinized. 

The governance frameworks, standards, and implementation practices documented in this report provide a 
proven path from AI deployment without oversight to AI deployment with accountability. The NIST AI RMF 
offers structural guidance. ISO/IEC 42001 offers certification capability. The EU AI Act and emerging state 
laws define the compliance baseline. The implementation roadmap in Part VI provides a practical twelve-
month path to operational governance maturity. 

The question facing every organization with an AI footprint is not whether to establish governance, but how 
quickly it can be operationalized before the costs of delay: regulatory, financial, reputational, and 
operational | exceed the investment required to do it right. 

 

 

7% 
Maximum EU penalty as 

percentage of global turnover 

$5.72M 
Average cost per AI-related data 

breach 

3-5x 
Cost multiplier for reactive 

compliance 

$40B 
Projected annual AI fraud losses 

by 2027 

Key risk metrics quantified in this report. 

 

Strategic Recommendation 
Begin with an AI inventory and risk classification this quarter. Appoint governance leadership with explicit 
authority and budget. Prioritize documentation and bias testing for your highest-risk AI systems. Build 
toward ISO 42001 certification or NIST AI RMF Tier 3 maturity within twelve months. The organizations that 
move first will set the governance standards that define competitive advantage in every AI-dependent 
industry. 
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Appendix A: Methodology 
This report synthesizes primary regulatory sources, peer-reviewed research, industry surveys, and 
enforcement data to provide an evidence-based analysis of AI governance requirements and 
implementation practices. The methodology applied across the report includes the following components. 

• Regulatory analysis. Analysis of enacted legislation and published regulatory guidance from the 
European Union, United States (federal and state), China, South Korea, and other jurisdictions with 
active AI regulatory programs. All regulatory analysis reflects legislation as of March 2026. 

• Framework evaluation. Review of the NIST AI Risk Management Framework (AI 100-1), ISO/IEC 
42001:2023, IEEE 7000 series standards, and supplementary implementation guidance from each 
standards body. 

• Industry and market data. Data drawn from IBM’s Cost of a Data Breach Report 2025, Stanford’s AI 
Index 2025, Gartner market analyses, Grand View Research market projections, and sector-specific 
enforcement data from the EEOC, SEC, OCC, and FDA. 

• Case study analysis. Analysis of documented enforcement actions, litigation outcomes, and incident 
reports to quantify governance failure costs. Case studies were selected for recency, relevance, and 
data availability. 

• Implementation guidance. Implementation recommendations incorporate Digital 520’s 
engagement experience, supplemented by published best practices from NIST, ISO, and major 
consulting firms. 

Limitations: AI governance is a rapidly evolving field. Regulatory frameworks, enforcement patterns, and 
market data are subject to change. All projections cited in this report are based on published estimates and 
should be treated as directional inputs for strategic planning rather than precise forecasts. Organizations 
should conduct jurisdiction-specific legal analysis before relying on any regulatory interpretation in this 
report. 
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Appendix B: Glossary 
Term Definition 

AEDT Automated Employment Decision Tool. Any AI system used to substantially assist or 
replace human discretion in employment decisions. Subject to NYC Local Law 144. 

AI RMF Artificial Intelligence Risk Management Framework. Published by NIST (AI 100-1), 
providing voluntary guidance for managing AI risks. 

BIPA Biometric Information Privacy Act. Illinois law requiring consent for collection of 
biometric data, with a private right of action. 

CAIO Chief AI Officer. Executive responsible for organizational AI strategy, governance, and risk 
management. 

Conformity Assessment Evaluation procedure required under the EU AI Act for high-risk AI systems to 
demonstrate compliance with regulatory requirements. 

Deepfake AI-generated synthetic media (audio, video, or images) designed to replicate the likeness 
of a real person. 

EU AI Act Regulation (EU) 2024/1689. The European Union’s comprehensive AI legislation 
establishing risk-based governance requirements. 

Fairness Drift Gradual degradation in an AI system’s equitable treatment of different population groups 
over time, typically caused by changes in input data distributions. 

GPAI General-Purpose AI. AI models capable of performing a wide range of tasks, including 
foundation models. Subject to specific EU AI Act provisions. 

High-Risk AI AI systems operating in domains with significant potential to affect fundamental rights, 
safety, or welfare. Subject to the most rigorous regulatory requirements. 

ISO/IEC 42001 International standard for AI management systems, published December 2023. The first 
certifiable AI-specific management system standard. 

Model Documentation Technical and operational records describing an AI model’s design, training, validation, 
deployment, and monitoring throughout its lifecycle. 

NIST National Institute of Standards and Technology. U.S. federal agency that publishes 
technical standards and frameworks, including the AI RMF. 

SaMD Software as a Medical Device. Software intended for medical purposes that performs its 
function without being part of a hardware medical device. Subject to FDA regulation. 

Shadow AI Unauthorized use of AI tools by employees without organizational knowledge, approval, 
or governance oversight. 

SMB Small and Medium-Sized Business. Generally defined as organizations with fewer than 
500 employees. 
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